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LOI MO PAU

Céch mang cong nghé 4.0 da mé ra cac xu huéng cong nghé méi nhu Internet of Things, tri
tué nhan tao (AI) hay gan day nhét 12 cong nghé Blockchain. Viéc ing dung cac cong nghé mdi
vao trong cudc séng sé gilp gia ting su hiéu qua va cdi thién dudc nhitng han ché cia cac ky
thuat hién c6 trong cudc sdng ciia ching ta.

V6i su phat trién manh mé ctia hang loat cong nghé méi, xuit hién ngay nhiéu hon nhiing
dich vu, nén tang cung cip ndi dung video. N&i bit nhit trong linh vuc nay cé thé nhic dén
Youtube hay Netflix, ciing véi nhitng cdi tén méi ndi nhu Hulu hodc 1a Apple TV. Mic du céc
m6 hinh phan phbi ndi dung nay da di dan vao hoan thién nhung vin con d6 1a nhiing han
ché nhét dinh. V6i su ndi 1én day hida hen gan day cia cong nghé Blockchain, ndi bat véi tinh
bido mat va 1a mot nén tang phi tip trung. V6i y tudng thong qua nhiing diém manh clia mang
Blockchain d€ phan nao d6 khic phuc dudc nhiing diém han ché trén md hinh phan phdi video
truyén thong.

Dé c6 cdi nhin téng quan va cu thé nhit, trong dé tai niy, em sé tap trung nghién ciiu mo
hinh phan phdi no6i dung video truyén thng, dong thdi tim hi€u han ché trong phuong thiic hoat
dong ctia md hinh nay. Tir d6 dé xuat phuong hudng cai thién thong quan nhiing diém manh cia
Blockchain. Cubi cling 1a xay dung dé xuat va danh gia két qua ctia dé xut nay.

Noi dung dé tai bao gdom 4 chuong:

Chuong 1: Tong quan Blockchain

Chuong 2: M6 hinh phan phdi video

Chuong 3: X4y dung m6 hinh dé xuét trong phan phdi video

Chuong 4: Panh gia mo hinh dé xuit, phuong huéng phit trién

vii



CHUONG 1

TONG QUAN BLOCKCHAIN

1.1 Khai niém Blockchain

Blockchain[/1] dugc vi nhu 13 mot co s dii liéu Iuu trit thong tin trong cac khdi, cac khdi
nay dudc lién két v6i nhau bang ma héa va md rong theo thoi gian. C6 thé xem blockchain 1a
mot s6 cdi ky thuat s6, s6 cai nay cong khai trong mang blockchain va Iuu lai tit ca cic giao
dich. Cac giao dich nay dugc thuc hién va luu trit trong cac block ma khong can xac nhan béi
bén thif ba, dit liéu trong céc giao dich nay dudng nhu khong thé thay ddi hay chinh sira dugc.

Blockchain dau tién dudc phat minh va thiét ké bdi Satoshi Nakamoto[2] vao nim 2008 va
dugc hién thuc héa vao nim sau d6. Véi viée st dung mang ludi ngang hang va mot hé thong
dit liéu phan cép, blockchain dudc quan ly tu dong trong hé thdng giao dich ma céc thanh vién
khong can tin tudng nhau. Trong giai doan phét trién dau tién, blockchain dugc thiét ké trong
ting dung thanh todn, tai chinh. Cac phién ban sau ndy dugc phat trién véi muc dich ting dung
hiéu qua trong nhiéu linh vuic hon.

Trong cing mot nén tang cbt 16i, tiy theo yéu cau va dic diém dng dung blockchainn dudc
chia thanh 3 loai phd bién: public blockchain, private blockchain va consortium blockchain.
Trong pham vi bai b4o céo, public blockchain va private blockchain 12 hai déi tugng nghién ctiu

chinh trong mo hinh dé xuét va xay dung.

1.2 Cac khai niém lién quan

e Block: Khdi la thanh phan co s tao nén chudi khdi blockchain. Trong mdi khéi gom c6

block header va block body, cdc thong sb trong block gom c6:

Block version: mang thong tin vé phién ban chia cac thong tin vé& quyén, quy luat

xac thuc block vao chubi.

Merkle tree: gia tri ma bam (hash) cta cac giao dich (transaction) trong block.

nBit: nguong dich cho qua trinh xac thuc block.

Nonce: mot viing 4 bytes, bat diu bang 0 va ting 1én sau mdi qud trinh tinh ma bam.



CHUONG 1. TONG QUAN BLOCKCHAIN

— Parent block hash: 256 bits ma bam ctia khoi trude dé.

— Block body chiia thong tin vé céc giao dich, sé luong cac giao dich phu thudc vao

dung lugng cua chuing.

e Smart Contract: hgp dong thong minh mang thong tin mé ta nhiing diéu khoan gitta cic
bén tham gia. P4m bao su nhanh gon va minh bach trong céc giao dich. Hop dong thong
minh cho phép trién khai giao dich ma khong can tham gia clia bén thi ba. Nhiing diéu
khoén nay dé dang dudc truy xuat nhung khong thé bi can thiép. Céc bén tham gia vao
mang c6 thé thuc thi cac diéu khoan trong hop dong dudi dang cic ciu 1énh trong ngdn

ngt 1ap trinh.

e Proof of Work (PoW): 1a phuong thiic dong thuan trong mang Blockchain muc dich 12 xac
thuc mot block méi vao chudi. Nhitng node trong mang tién hanh thay d6i gia tri nonce
trong block dé 14y nhiing gia tri bim khic nhau. Su dong thuin yéu cau gia tri tinh todn
nhd hon hodc bang mot gia tri ngudng cho trude. P khé (difficulty) sé quyét dinh thoi
gian tinh todn trong tién trinh x4c thuc block, node sé nhin dudc phan thudng sau khi
xéc thuc thanh cong block méi. Node tién hanh xic thuc dudc xem 1a miner, PoW 12 hoat

dong mining trong blockchain.

e Hash function: 12 hAim bim bién d6i dit liéu (ky tu hay s6) thanh chudi dudc ma héa theo
d6 dai c6 dinh, dudc tao ra dua trén thong tin trong block header. Gia tri bim dudc st
dung trong cic tién trinh tinh toan, x4c thuc chit ky hay xdc thuc block méi vao trong

chudi. Mit khac, gia tri bim con gitip cho viéc bao mat dugc chit ché hon.

1.3 Co ché hoat dong

e Smart contract: Smart contract 12 tp hop cac diéu khoan thuc hién mot cach tu dong. Hop
ddng dugc soan bang ngdn ngit 1ap trinh, sau d6 dudc ma héa va chuyén vao mot block
trong mang blockchain thong qua tién trinh Proof of Work (PoW), véi nén tang 1a s6 cai
cong khai, hop dong c6 thé dudc truy xuat bdi cac node tham gia. Khi c6 nhan 1énh trién
khai hgp ddng sé dudc trién khai theo diing nhu diéu khoan dinh sin. Pong thdi, Smart
contract ciing sé tu dong kiém tra qua trinh thuc hién nhitng cam két, diéu khoan dugc

néu trong hop dong.

Cic giao dich don gian c6 thé truc tiép thuc hién giita cic bén tham gia ma khong cin

phai thong qua Smart contract. Tuy nhién, dbi véi cic tng dung chuyén biét c6 st dung
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nén tang blockchain thi Smart contract 12 mot déi tugng can thiét va quan trong trong tién
trinh ing dung. Céc node truy xuit vao hdp dong thong qua dia chi sau khi tién trinh xdc

thuc PoW.

e Xic thuc giao dich: Trong tién trinh xac thuc Proof of Work, d€ x4c thuc khéi giao dich,
cac node chiu trach nhiém xac thuc phai chitng minh dugc su tin cdy sau khi qua nhiéu qué
trinh tinh todn. Trong cdc m6 hinh khac thi viéc lya chon node trong xac thuc giao dich

s€ khac nhau (genesis block ludn la block xac thuc giao dich trong private blockchain).

e Nguyén ly ma héa: Nhu di dugc dé cap, s6 céi dudc duy tri bdi mot nhém cac mdy tinh
dugc két ndi trong mang ngang hang thay vi dua vao mot thuc thé tip trung dong vai tro
trung gian. Diéu nay dan dén mot sd dic tinh khac biét: moi ngudi tham gia déu biét dudc

cac giao dich, khong yéu cau su tin cdy trong cic giao dich.

P& c6 thé thuc hién giao dich trén blockchain, yéu cau mot vi dién ti gitip cho viéc luu
trit trao ddi cac don vi tién t&. Vi nay dudc bao vé bang cip khoa dic biét va duy nhat:

khoa riéng tu (private key) va khoa cong khai (public key).

Néu mot thong diép dudc ma hoa bang khéa cong khai cu thé thi chi s& hitu ciia khéa
riéng tu 12 mot cip vdi khoa cong khai nay méi c6 thé gidi ma va doc ndi dung thong diép.
Khi mi héa mot yéu cau bang khéa riéng tu tif vi tiic 12 qua trinh tao ra chit ky dién tii va
dudc cac mdy tinh trong mang st dung dé kiém tra chu thé va tinh xdc thuc clia giao dich

N

nay.

e Quy tic s6 cai: Mbi node trong mang blockchain déu c6 dudc ban sao ciia s6 cai. Do vy,
mbi node déu biét s6 du cia mot tai khoidn nao d6. Hé thdng blockchain khong hé theo
doi s6 du tai khoan nay, ma chi ghi lai thong tin ctia mdi giao dich dugc mdi khi dudc

dién ra.

S& cai trén thuc t& theo ddi moi giao dich dugc phat di trong mang blockchain. Viéc xdc
dinh s6 du nay dudc thuc hién nhd céc tinh toan dua vao lién két dén cac giao dich trudc
d6. Trude khi thuc hién mot giao dich, cic tinh tinh todn dua vao lién két dén cic giao
dich truéc d6, cac lién két dugc xem 1a gid tri dau vao, cdc node trong mang sé xac minh
céc gia tri nay. D& don gian va ting téc qud trinh xdc minh, mot ban ghi sé luu lai thong
tin dudc node mang luu trd.

Tht c4 ngudn d€ thuc hién cic giao dich trén mang blockchain déu 1a ma ngudén md. Trong
trudng hop c6 bat ki 16i nao xdy ra trong qud trinh giao dich, cdc don vi tién té sé& bi mit

di va khong thé khoi phuc lai.
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e Nguyén ly tao khdi: Céc giao dich sau khi dugc xdc thuc trén mang blockchain sé dugc
nhém vao cic khéi. Cac giao dich trong cing mot khéi duge xem 12 da xdy ra cing mot
lic va céc giao dich chua thuc hién trong mot khéi dude coi 1a chua x4c nhan. Cic giao
dich ¢6 thé dudc nhoém lai trong mot block va xdc nhan vao mang blockchain nhu mot

ham ¥ cho céc khéi tiép theo dugc gin vao sau do.

DPé dudc thém vao blockchain, méi khdi phai chita mot doan ma nhu 13 dép 4n ctia mot
véan dé toan hoc dudc tao ra bang ham bam va khong thé dao ngudc. Gii quyét bang cach
doén cic s6 ngiu nhién. Vi trong mang lu6i c6 nhiéu mdy tinh tip trung viéc tim ra day
s6 nén mang 1uéi yéu ciu mbi khoi dudgc tao ra trong khoang thdi gian 10 phit mot 1an,
node nao tim ra dugc ddy sd trude thi sé dudc quyén gin khbi tiép theo 1én chudi va gti

n6 dén toan bd mang 1uéi.

Vin dé xay ra néu mot van dé dudc 2 node gidi quyét cung lic va cic khdi duge dua
1én mang 1uéi cung lic. Trong trudng hop nay, ci hai khdi dugc ghi 1én mang 1udi va
mbi node sé xdy dung cac khdi ké tiép ma né nhan dudc trudc tién, tuy nhién hé thong
blockchain 1uon yéu cau mdi node phai xay dung trén chudi khbi dai nhat ma né nhan

duoc.

e T& chiic xdc thuc giao dich trong blockchain: Merkle Tree 1a mot ciu triic dit liéu. Pugc
ting dung trong ciu tric blockchain két hop véi ham bim (hash) mang chifc ning xic thuc
mot giao dich cu thé ma khong can phai tai xudng toan bd mang blockchain. Merkle Tree
gibng nhu ciu tric ciy nhi phan (binary tree). Thong qua cdc ma giao dich v ma bam
dugc cung cip, ciu triic c6 thé x4c thuc dudc giao dich hogp 1& nhd vao céc thuit toan bim

sau khi doi chieu véi goc cia Merkle Tree.

e Bo mat trong blockchain: Néu c6 bat ky su bit dong vé khdi nao dudc dai dién sau cung
ctia chudi, diéu nay sé din dén kha niing gian 1an. Giao dich xdy ra trong khdi thudc vé
dudi ngan hon khi khéi tiép theo dudc giai quyét, giao dich dé sé trg thanh giao dich chua
x4c nhan. Khi bét ky su tin cong ndo véi muc dich tu tao ra mot chudi dai hon. Ké tin
cong phai kiém sodt hon 50% cong suit tinh todn ctia toan bd mang. Piéu nay dong nghia
véi viéc trong mot khoang thdi gian ngan ké tin cong xac nhan cang nhiéu khdi do chinh
ké nay tao ra thi thanh cong cang cao. Tuy nhién, diéu nay 1a rat khé va hoan toan khong

thé xdy ra dudc.
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1.4 Pic diém

1.4.1 Uu diém

Phi tap trung: Khong nhu hé théng giao dich tip trung yéu ciu ngudi cac bén tham gia phai
tin tuéng hé théng tap trung. Tuy vAy, vin dé vé ngén c6 chai sé x4y ra tai server trung tam khi
hé théng qua tai. Trong mang blockchain thuc thé trung tim sé khong con, thay vao d6 12 mang
ngang hang. Cac giao dich dién ra truc tiép v6i cac bén tham gia v6i nhau, lic ndy khong can su
ki€m sodt ctia server trung tam. Cac giao dich sé sit dung giao thiic dong thuin dé€ dam bio cic
ddc tinh trong mang phi tip trung.

Su bat bién: Giao dich c¢6 thé dugc xac thuc nhanh chéng va khong dudc node xic thuc
tiét 16. Hau nhu khong thé x6a hay hoan tic giao dich (theo ly thuyét, cic giao dich trong mang
blockchain c6 thé thay ddi dudc, tuy nhién nhiing diéu kién nay khé c6 thé dudc dp ting). Block
chita giao dich vira dudc xéc thuc sé thong bdo véi cdc node va c6 thé duge tim thiy ngay 1ap
tuc.

Su 4n danh: mdi ngudi diing tuong tic v6i blockchain thong qua dia chi dudc tao, dia chi nay
khong tiét 16 thong tin nhan dang ctia ngudi dung. Tuy nhién, sy 4n danh nay khong c6 trong
mang private blockchain cting nhu consortium blockchain. Khi nguoi dung dudc nhan dang ro
rang theo tén.

Su bao mat: Mic du c6 nhiéu dic di€ém quan trong lam nén tinh bio mat trong nén ting
blockchain. Hai tinh niing quan trong nhit 1a dong thuan va bét bién. Su dong thuan clia cic
node vé trang thdi thuc ctia mang va su hop 1é vé cic giao dich. Bat bién trong viéc ngin chin
su thay d6i clia cdc giao dich da dudc xac nhan. Cung vdi nhau, hai dic diém nay tao nén céic

khung bao mat cho dit liéu trong mang blockchain.

1.4.2 Han ché

Blockchain la mdt cong nghé méi kem theo do 1a mot loat nhiing khai niém mdi kem theo
v6i nhitng uu diém ndi bat ma né mang dén, bén canh d6 12 nhitng han ché nhit dinh trong xay
viéc ing dung nén tang nay.

Kich thudc mang: blockchain cling nhu cdc hé théng phan tan khic. Yéu cau mot sd luong
16n cic node tham gia, néu khong s6 luong khong di hodc qui mo cia mang blockchain qua
nhé thi sé khong tan dung dudgc nhitng diém manh ctia mang blockchain. Pic biét 1a vé tinh bao

mét khi cang it node thi kha niing bi tAn cong lam thay d6i thong tin giao dich cang 16n.
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CHUONG 1. TONG QUAN BLOCKCHAIN

Ning luong tiéu thu 16n: ning luong can thiét d€ duy tri s& cdi ludn dudc cip nhit cic giao
dich theo thdi gian thuc. Khi c6 mot node tham gia vao mang, cling thdi diém do, node ndy giao
tiép véi cac node khac. Mit khéc, cdc node cb gang thuc hién viéc xac nhan giao dich, mdi node
hoat dong véi kha ning chiu 16i § midc cao, dam bao khong bi tat, cac thong tin giao dich dudc
Iuu trit trén blockchain van con luu ngay ca khi khong con sit dung nita, dong thdi chudi khoi
nay van tiép tuc dai ra va khong bao gid diing lai. Nhiing hoat dong nay tiéu ton ning luong 16n
hay khong gian Iuu trit cho s6 cai, gy rat nhiéu lang phi.

Phién ban nang cap[3]] sé thay d6i luit clia cac node dudc tao ra, tit cd cdc node trong mang
can phai cip nhat dé€ tranh 15i trong qua trinh xdc thuc giao dich, thim chi gidn tiép tao ra 16

héng trong mang c¢6 hai loai:
e Soft fork: cic quy tic trong phién ban mdi dudc tao ra chit ché hon phién ban ci.
e Hard fork: cic quy tic trong phién ban méi dudc tao ra 16ng 1&o hon phién ban cil.

Gia tri cta cdc giao dich: trong trudng hop giao dich c6 gia tri thip thi thdi gian chd xac
thuc sé tang 1én, cac node uu tién cho cac giao dich c¢6 gia tri 16n. Giao dich c6 gia tri nho dugc
kém uu tién hon. Piéu nay gian tiép lam ting gid tri clia cic giao dich 1én dong thdi, thdi gian

xéc thuc lai dai ra gdy anh hudng rat nhiéu dén cic ting dung lién quan st dung nén tang.

1.5 I’J'ng dung

Ung dung trong giai doan phat trién dau tién ctia blockchain c6 thé dé dang biét dén d6 1a
Bitcoin va tién ma héa. Tuy nhién, blockchain gi diy dang cach mang héa cic nganh cong
nghiép. V6i nhitng di€m manh ndi troi, blockchain dugc st dung dé€ cai thién nhitng han ché con
ton tai trude dé trong hé théng. Mot trong cac linh vuc tiéu biéu vé6i blockchain bao gom:

Trong linh vuc gidi tri, Spotify[4] 12 cong ty dd mua lai mot cong ty khéi nghiép vé blockchain
nham tich hgp cong nghé nay vao mé hinh quén ly c¢6 sé dif liéu phi tap trung dam bao cho viéc
két ndi tot hon véi cac nghé si va cac thoa thuan cip phép véi cac ndi dung phat hanh trén dich
vu cua Spotify.

D-Tube[5] 12 mdt nén tang video phi tap trung ton tai trén blockchain dong nghia véi viéc
khong c¢6 mdy chii trung tim. Day 12 mot nén tang ndi bat v6i kha ning tu kiém tién tf ngudi
ding, khdng c6 quang cdo tuy nhién khong dudc ki€ém duyét ndi dung. Ngudi sang tao ndi dung
c6 thé st dung dich vu va biét chac rang dif liéu cia minh dudc an toan. Thong tin trong dich

vu s€ dugc chia sé ngang hang.
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CHUONG 1. TONG QUAN BLOCKCHAIN

Trong chudi cung dng, viéc nam rd tinh trang va diéu kién ctia san phdm tir vat liéu tho dén
san pham cudi cung 1a diéu rit quan trong. Viéc ing dung blockchain trong chudi cung dng cho
phép minh bach va hiéu qua trong sudt qua trinh tao ra san pham, dam bio dugc niém tin tir
ngudi st dung san pham.

Trong linh vuc chim séc stic khée, blockchain tao diéu kién thuan 10i trong viéc luu trit va
st dung hd so bénh nhan. Thu thap dit liéu di truyén, tién sit bénh 4n nham chii dong hon trong
viéc phong bénh va diéu tri bénh.

Dich vu vé tai chinh 1a linh vuc khé c6 thé bd qua trong danh sach ting dung blockchain.
Bing céch tao ra nhiing giai phap thanh todn toan cau biang cach két nbi ngan hang, nha cung
cAp dich vu thanh toan, doanh nghiép va cic giao dich tai san k¥ thuat s6, cho phép giai quyét

ngay tic thi, theo nhu cau.
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CHUONG 2

MO HINH PHAN PHOI VIDEO

2.1 Céc hinh thic van hanh video theo yéu cau

Su gia ting nhu cau gidi tri ctia ngudi ding vé céc nodi dung video, kém theo d6 1a yéu cau
tdc do ciing nhu bing thong rong. DE dap ting nhu cau d6, hé thdng video theo yéu cau (VOD)
da ra doi.

VOD (Video on demand) 1a mot hé théng cho phép ngudi ding c6 thé Iwa chon va xem noi
dung video hay chuong trinh truyén hinh theo ding y thich ctia mdi c4 nhan trén nhiéu thiét bi
dudc hd trg nhu TV, may tinh, may tinh bang, dién thoai, ... thong qua dudng truyén internet.

Trong cac dich vu ting dung VoD hién nay, c6 ba hinh thiic VoD dudgc khai thac phd bién:

e SVOD (Subscription VoD model): Trong hinh thiic hoat dong nay, ngudi diing can thanh
toan truéc khi st dung dich vu, trong mot khoan thoi gian tily vao nha quan ly dich vu

quy dinh. Tiéu bi€u cho md hinh hoat dong nay gdm cé Netflix[6] hay Amazon Prime[7).

e TVOD (Transactional VOD model): Hinh thic cung cip ndi dung da dudc mua truéc do.
Tuy vao nhu cau ma ngudi dung s& chi tra: tra tién dé xem hay tra tién d€ tai xubng.
iTune[7] ciia Apple hay cong ty gii tri WWE[S8] st dung hinh thiic hoat dong chién lugc

nay.

e AVOD (Advertisement-Supported VOD model): Khong gidong nhu hai hinh thdc hoat
dong phai tra phi, ngudi dung trong mo hinh quang cao nay dugc xem ndi dung mot cach
tu do. Tuy nhién, nha quan ly dich vu nay thu nhap ti nha quang cdo do vay cac ndi dung
nay dudc chén quang cao vao trong ndi dung, ngudi dung budc phai xem quang cao trong
lic xem ndi dung. Youtube dang ding dau phuong thic niy v6i phan 16n 16i nhuan dén tir

doanh thu quang céo.

e Hybrid (SVOD + TVOD + AVOD): M6 hinh két hop cac phuong thic cung cp dich
vu video theo yéu ciu, mang dén nhiéu lya chon cho ngudi diing ndi bat véi Youtube

Premium.

Tai Viét Nam, cdc hinh thifc vin hanh trén dudc st dung thong qua céc nha cung cip dich

vu truyén hinh. Ngudi dung ding ky géi dich vu SVOD thong qua céc ting dung trén web hay
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céc ting dung di dong. Céc nha khai théac dich vu tiéu bi€u nhu: SCVT Online, FPT Play. Theo
d6, van con ton tai dich vu truyén hinh truyén théng st dung dau thu trong gidi ma tin hiéu véi

su cai thién vé chit lugng hinh 4nh ciing nhu tri nghiém ngudi ding.

2.2 M6 hinh phan phdi video truyén thong

Trong bt cit hinh thiic van hanh nao cda cic dich vu cung cip video déu dua trén mot mo
hinh phan phbi dic trung. Trong pham vi nghién ctu nay, mo hinh Youtube dudc xem 1a md

hinh ki€u mau cho cdc dich vu lién quan dén nén tang phan phoi video.

Uploading Downloading
1. Uploadin

1 9 A 1. Click play }— !

2. Video A I

Package

2. Video
chopped up
5. Buffering
5 5. Reassembly
3. Wireless and storage

transmission
4. Delivered to 3.Delivered to H 4. Instant

Youtube YouQli[3 viewer playback

Hinh 2.1: Chu trinh cta video trong md hinh Youtube

Chu trinh bat du tir ndi dung dudc ngudi dung tai 1én. Trong mdt s6 hinh thiic dich vu khac,
ndi dung dudc nha quan 1y tai 1én khi d6 nha quén ly trd thanh nha cung cip ding nghia, khong
c6 chic ning chia sé ndi dung tif ngudi ding. Ngudi dung chi diing lai 1a d6i tuong yéu ciu ndi
dung, khong c6 quyén cung cip ndi dung. Noi dung dugc dua 1én sau d6 dudc sao Iuu ra thanh
nhiéu dinh dang khac nhau nham tao ra nhiéu mic chét lugng noi dung khac nhau. Péng goéi
ndi dung. Noi dung sau khi dugc bién d6i theo mic phan giai sau d6 bi chia nhd ra nhiéu géi
nho (packet). Truyén cic géi dudc ma héa truyén dén server youtube, server nay dudc dit rai rac
nhiéu noi trén thé gidi. Tiép tuc dudc gii dén trung tAm dit liéu ctia Google sau khi lién két cic
g6i lai v6i nhau thanh mot ndi dung hoan chinh. Tién trinh tai 1én ndi dung dudc hoan thanh.

Tién trinh tiép theo khi ngudi dung yéu cau noi dung tit Youtube thong qua giao dién web.
Yéu cau dudc gilii dén trung tim dif lidu, noi dung tit day dudc chia thanh nhiéu phan nho, Iya
chon dinh dang phit hop cho trinh duyét sau d6 gii dén Youtube server thong qua internet.

Youtube server chiu trach nhiém bién ddi, Iva chon chit lugng nodi dung phit hop giii dén thiét
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bi ngudi dung, tily vao két ndi Internet cac géi dit lidu sé dudc Iuu vao trong bd dém doi cac goi
dit liéu noi dung dudc gti dén 1an luot.

Youtube khong diing lai & viéc chi cung cip dich vu video, ho con mé rong cac dich vu
lién quan vé dic quyén ngudi dung hay thu tién tif nhiing tinh ning dic biét nham cai thién trai
nghiém nguoi dung.

Pic diém

Piém manh: Viéc thay déi dinh dang phit hop cho timg dbi tudng ndi dung giip phit hop
hon vé6i cac nén tang trinh duyét, diéu nay gitip ngudi dung khong gip phai 16i khi yéu cau cic
ndi dung video trén nén tang nay. Noi dung dudc dua dén trinh duyét mot cach tuin tu thong
qua bd dém giup dam bao ndi dung dugc dap ung cho ngudi dung mdt cach kip thdi. Do ¢6 thdi
gian hinh thanh va phat trién l1au dai, nhitng tinh niing kém theo d6 khién ngudi diing cam théy
dugc ting cam giac trai nghiém hon. Youtube da tich hgp tri tué€ nhan tao[9] trong viéc ggi y ndi
dung, sap xép tdng hdp cac danh sach phat c6 lién quan dén lich st yéu cau trude dé. Tuy vao
tiing dbi tuong phuc vu ma cic nén tang cu thé ¢ nhiing tinh ning dic trung ctia ho. Youtube
da giit chan khach hang ctia minh rat t6t trong bdi canh cic nén ting cong nghé méi vdi nhiing
tinh ning ndi troéi hon sin sang 1Am hai 1ong ngudi ding.

Han ché: Trong hoat dong, ndi dung sau khi dén dudgc thiét bi ngudi ding phai qua nhiéu
tién trinh. Miic du qué nhiéu tién trinh trong mo hinh. Nhin chung, trung tim dif liéu - noi chia
ndi dung tip trung va server Youtube chiu trach nhiém mang chuyén tiép va tip hop cic thong
thanh phan ctia ndi dung. Piéu niy gy nén nhiéu rii ro trong qua trinh van hanh. Thi nhit,
vAn dé xt 1y tap trung gy qua tii cho server luu trit, yéu cau luu luong dif liéu 16n, bing thong
rong khi phéi gidi quyét qua nhiéu yéu cau tit ngudi dung. Thi hai, trong trudng hop server hoic
trung tam dif lidu ngling hoat dong, ndi dung sé khong thé dén véi ngudi ding hoic sé thong
qua mdt server & xa hon ting thdi gian phan hdi trong tién trinh van hanh dich vu.

Mot vin dé khac 12 bing thong. Trudng hop mot s lugng 16n ngudi xem ciing mot ndi dung
va can phai sao luu ndi dung nay, khi d6 s6 luong bing thong yéu cau ting 1én cling véi sb ngudi
c6 nhu ciu xem. Youtube da giai quyét vin dé nay bang cach phai tén thém chi phi vao xay dung
hé thong CDN (mang phan phdi noi dung) nhidm tao ra nhiéu mdy chii chia ban sao noi dung.
Muc dich 1a tdi uu héa bing thong va gidm thdi gian phan hdi. Gidi phap chi mang tinh tam
thdi, khi ma yéu cu ndi dung tlif ngudi ding ngay cang ting thi giai phap bS sung phan ciing
trong mo hinh s€ khong con hiéu qua nia.

Mit khac, ndi dung gbc dugc tai 1én Youtube sé bi thay d6i dinh dang cho phu hop. Vi
youtube chi yéu sit dung hinh thiic AVOD céc noi dung sé dudc nhiing quang cdo. Dich vu cia

youtube s& mat di tinh toan ven ddi v6i ndi dung.
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Vé van dé chi phi, ngudi dong gép ndi dung sé dudc 1gi nhuan theo phan trim. Tuy nhién
con s6 nay 1a rat thip. Su khac nhau vé 10i nhuan con khac nhau tily vao mdi khu vuc trén thé
gidi.

Ngudi ding sé khong nhan dudc 10i nhuin xing dang khi tham gia nén tang véi 45% dugc

nhén ti nha quang céo.

2.3 M4 hinh phan phdi video trong nuée

O Viét Nam, hinh thic kinh doanh video theo yéu ciu (VoD) 1a mot loai hinh dich vu tiém
ning va khd méi mé thoi gian gan day. Céc don vi kinh doanh cung cip va phan phéi dich vu
bao gdm clip tv, Galaxy, BHD, cho dén c4c cong ty cong nghé nhu VNG (Zing TV) hay cac don
vi kinh doanh dich vu truyén hinh ciing tham gia ¢6 SCTV, VTV cab hay FPT. Véi tim nhin
trong tuong lai, xu huéng cung cip ndi dung theo yéu cau thong qua Internet (OTT) sé trd thanh
tht yéu trong tuong lai. Hinh thic cung cp chii yéu & thi trudng Viét Nam chd yéu 1a SVOD -
dang ky goéi thué bao, tuy nhién cac géi nay dugc phén loai biang cach két hop véi céc hinh thiic
van hanh khac nhu TVOD hay AVOD.

Tuy thi trudng cung cip dich vu video theo yéu cau é Viét Nam diy tiém ning, du doan sé
con phat trién thém trong tuong lai. Nhung vé mit k¥ thuat, mo hinh dudgc xay dung dé van hanh

dich vu vén con dung ki€u quan ly tap trung. Nguyén nhan cé thé thiy duoc tir 2 1y do:

e Mic du khai niém video theo yéu cau da c6 tii 1au, tuy nhién hinh thic kinh doanh nay

méi thuc su dudc quan tim gan diy bdi cac nha cung cip, phan phi noi dung.

e Tai Viét Nam dau tién blockchain dugc chu trong dau tu v6i muc dich dao tién 4o (Bit-
coin). Khi dugc tao ra d€ hd trg trong cac dng dung, mot nén tang khac ctia blockchain 14
Ethereum, ltic nay gidi phap méi xuét hién gidi quyét vin dé dugc cho ting dung phi tap

trung, phan phdi video theo yéu cau 12 mot trong sb do.

Hién tai, khong nhiéu c4c nha cung cAp dich vu video theo yéu cau st dung mo hinh quan 1y
phi tip trung diing nghia. Véi SCVT 1a cong ty dich vu truyén hinh cdp ngoai viéc cung clp cic
dich vu lién quan dén truyén hinh, Internet con van hanh thém dich vu cung cép video theo yéu
cu. Bing cach st dung server quan ly tip trung cdc ndi dung tai 1én phuc vu ngudi dung. St
dung mang phan phdi ndi dung CDN trong gidi quyét van dé vé tbc do va su qua tai tai server
trung tﬁm tuong tu nhu gidi phap dugc dung trong cc nén tang khéc.

Nhim don gian quy trinh ciing nhu viéc van hanh ca mé hinh phiic tap, dich vu Wowza[10)]

dugc st dung nhu 12 mot mdy chi trong viée xay dung va phan phdi cac dong tin hiéu hinh 4nh,
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Hinh 2.2: Mang phan phdi ndi dung

am thanh dén céc thiét bi di dong nao clia ngudi dung. O Wowza hé trg céc dich vu lién quan
dén streaming video va phan phéi video theo yéu cau trén 2 hinh thiic: ddm may va phan ciing.

Quy trinh hoat dong gom 3 budc:
e Noi dung video dugc ma hda, dong gdi dua vao Wowza Engine.
e Dit liéu dugc déng goi va ddy ludng video nén dén Wowza streaming engine

e Tiy ngd ra vdi cac dinh dang khéc nhau tlly theo yéu cau ctia thiét bi noi yéu cau noi dung,
mit khac ngd ra c6 thé dugc dan thang dén cic mang phan phdi ndi dung. Nha quéan ly

dich vu s& kiém soat ngd ra nay theo tily muc dich rdi méi dén vé6i ngudi dung

Input/
Publishing ‘; \Sf\:ge\grz‘r?ing
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Hinh 2.3: Cac giai doan lam viéc cia Wowza ||

V& ban chét, Wowza 12 mot dich vu hd trg streaming va phan phdi video. Dich vu giai quyét
dugc nhiing yéu cau phiic tap ctia viéc xdy dung hé thdng hay nhitng van d& ma cdc md hinh

dich vu video theo yéu cau gip phai. Van con d6 1a xdy dung server tap trung.
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Diém manh ciia viéc st dung thém cic dich vu bén thit 3 d€ gidi quyét mot phan cic tién
trinh trong ing dung mot phan ddm bao cho server hoat dong 6n dinh trong, cic van dé lién
quan dén bing thong, téc do hay bao mat noi dung da dudc bén thi ba nay tham giai quyét, phan
con lai ctia doanh nghiép khai thac kha nhe nhang trong viéc dua noi dung dén ngudi dung. Bén
canh d6, van viéc tin tuéng mot bén hay d€ mot thanh phan khic quan ly server ciing 12 rii ro
cua ca mot dich vu.

Cac doanh nghiép khic & Viét Nam chii yéu van xdy dung trén md hinh truyén thdng véi
server quan ly tap trung gidéng nhu mod hinh ctia Youtube da dé cp tuy nhién vain chua dudgc 6n
dinh thi viéc thay d&i mo hinh sé 1a chuyén rét lau nita. Ung dung server trong quan 1y phi tip
trung dugc ting dung cho website nhiéu hon ma chua tip trung vao cac dich vu lién quan dén
video theo yéu cau.

Céc dich vu video theo yéu cau tai Viét Nam da phan 1a tit mot phia nha cung cip. Nha cung
cAp dich vu dong thdi ciing 13 ngudi kiém duyét cdc ndi dung dua theo cic quy dinh ctia phap
luét cu thé 12 luat phap Viét Nam. Cac van dé lién quan c6 thé xay ra do nha cung cip chiu trach
nhiém.

Véi tiém ning c6 dudc tir dich vu video theo yéu cau tai Viét Nam, dich vu sé trd nén manh
mé hon, thu hiit dudc nhiéu ngudi ding hon. Va mot diéu tat yéu khi ¢6 nhiéu ngudi st dung 1a
budc phai thay ddi cho phit hgp, lic nay mo hinh quén 1y phi tap trung 1a lwa chon phu hop ddp
ung dudc cho bai toan tuong lai nay.

Pic diém

Véi su tién 1¢i trong viée dap ting kip thdi yéu cau ctia ngudi dung dich vu video theo yéu
cau (VoD) hita hen sé phat trién rit nhiéu trong tuong lai. Dan dan can phi cai tién dé thay d6i,
tang cudng trai nghiém ngudi dung dich vu.

Du gip nhiéu khé khin vé théi quen ngudi dung van con ton tai nhiéu trang web khong
chinh thong, cung cip ndi dung khong cé ban quyén, giy thiét hai cho cic doanh nghiép cung
cAp noi dung nguyén nhan & van dé bao mat trong md hinh. Mit khac luat phap Viét Nam trong
Xt 1y cac vAn dé ban quyén, chua di manh, chi mang tinh rin de dé bao vé cac nha cung cip ndi
dung c6 ban quyén. Song vé6i d6, co quan nha nudc dang hd trg va tap trung rat manh vao viéc
xti 1y dan céc dich vu vi pham, dong thdi y thiic ngudi xem ngy mot nang cao, dich vu va san
phdm cia cac cong ty cung cip c6 ban quyén ngay mot tot hon thi viée dau tu vao ban quyén 1a

mot su dau tu cho tuong lai.
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2.4 M6 hinh da trién khai

V6i nhitng han ché trong md hinh truyén thdng trong dich vu phan phbi ndi dung. DTube[5]
ra doi v6i muc gidi quyét nhitng han ché trén trén nén tang cong nghé méi - blockchain cho ting
dung phi tip trung. Nhiing tinh ning ndi trdi lai vira tién ich tip trung vao déi tuong tham gia
vao ung dung. Vi DTube ngudi sang tao ndi dung c6 thé sit dung dich vu va biét chic rang di
liéu ctia minh an toan. Hon nita, ndi dung khong thé bi kiém duyét bsi bt ki ai ngoai cong dong
DTube.

Mot loat dic tinh ndi bat DTube mang dén cho ngudi dung:

e DTube di dua ra nhiing su thay ddi to 16n bang cach cho phép ngudi dung tai 1én ndi dung
thong qua ndi dung da ton tai trén website, ngudi dung dé dang tai 1én ndi dung bang
URL. Thay vi ndi dung téi 1én phdi & dang tép, theo format yéu cau. Noi dung dugc bién

d6i va gtii dén niit IPFS ctia DTube. Viéc tai 1én noi dung bi xép vao hang doi qua nhiéu.

e DTube khong st dung mdy chi trung tdm, céc tién trinh dién ra trén mang blockchain. Vé
ban chét, dif liéu trén blockchain dugc x4c minh giita tit ca cdc thanh vién tham gia vao

cong dong.

Céc video phi tap trung dong nghia sé khong c¢6 cach don gidn nao d€ loai bé ndi dung
khéi trang web. Diéu nay c6 thé 1a diéu t6t hodc xiu, tiy ting trudng hop cu thé. Tuy
nhién, dbi véi mot sé ngudi dung, viéc dam bao rang ndi dung ctia ho khong chiu su kiém
sodt ctia mot t& chiic nao d6 1a mot wu diém 16n va 1a 1y do chinh dang d€ can nhac viéc

chuyén sang DTube.

e DTube khong c6 thuit todn 4n, céc tién trinh dién ra ro rang va tudng minh. Dit liéu ngudi
dung khong dudc Ivu trit 8 mot noi duy nhit lam nguy co bi tin cong khé xdy ra. Moi
ngudi dung dang tai ndi dung dudi bit danh, trang web khong c6 thong tin dang nhap
nhu truyén thdng. Thong tin ngudi ding khong mudn chia sé khong bi 1o ri ra ngoai. Ban
quyén ndi dung dudc bio mat tot hon, phan nao chii dong trong viéc han ché viéc khai

thac noi dung khong chinh théng.

e Khong con ton tai hinh thiic quang cdo AVOD nhu truyén thong. Ngudi dung bau chon
ndi dung d€ nhan dudc tién. Pon vi tién té trong nén tang nay 12 STEEM dollar. Ngudi tao
ndi dung c6 thé tu tao quang c4o cho ndi dung ciia minh, théng qua STEEM bing cich

bau chon ndi dung ngudi dung c6 thé kiém tién thong qua dich vu nay.
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e Khong chiu bt ki su kiém duyét ndo tao nén mot moi trudng tu do vé ndi dung. Cong
dong tu danh gia tit ca ndi dung, vé nguyén tac nén tang cho phép nodi dung xuét hién trén
website, trén thuc té cong dong hoat dong kha tdt trong viéc loc ra nhitng noi dung khdng
c6 gid tri hay mang tinh nguy hiém. Vain dé nay c6 thé tot hoic x4u, tlly vio quan diém

cua ngudi dung.

e DTube hoat dong doc 1ap vé6i cac dich vu dén tir cic tap doan cong nghé 16n nhu Google
hay Facebook. Do 1a mot phan ctia cudc cach mang blockchain, DTube dudc xem la tién

phong trong viéc tim ra cach méi dé chia sé cdc nodi dung sang tao va phong phu.

Khong diing lai & d6, trén thé gidi khong it cic du an vé xdy dung mo hinh dich vu cung cip

ndi dung trén nén tang blockchain.

e MovieCoin: Dya trén nén tang blockchain, cho phép dau vao cic du 4n phim &nh. Hinh
thiic du tu thong qua don vi tién té riéng cda cong ty nay. Ngudi dung tra tién nay dé

thué phim truc tiép tir studio ma khong phai ton chi phi cho don vi trung gian.

e White Rabbit: Mot ting dung khac xiy dung trén nén tang blockchain, cho phép ngudi

dung kiem tién ngay trén cac ndi dung cua chinh ho.

e Du 4n cia nhém nghién ciiu trudng dai hoc Khalifa, UAE[12]. D& cap dén dich vu cung
cap céc dich vu vé ebook nham dam bao quyén tic gia trong céc giao dich thong qua IPFS

va blockchain.

2.5 MSb hinh dé xuat
M hinh phan phbi ndi dung gém ba khéi chiic niing chinh:
e Khdi xii 1y noi dung tai 1én
e Khbi van hanh, phan phdi ndi dung
e Khbi tuong tic ngudi dung

Nhiing vin dé gip phai trong mo hinh truyén théng phan 16n dudc gidi quyét béi mé hinh

de xuat nay.

e Khéi xir 1y noi dung tai 1én: Véi mo hinh tip trung, dit lidu video qua cac buée xir ly

s& dugc dua 1én server roi dén trung tim dit lidu (Data center) theo chiéu tii 1én ctia ndi
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Hinh 2.4: M6 hinh phan phéi video dé xuét

dung. Trong khi thong qua IPFS noi dung khong can thém budc xi 1y nao truéc d6 ma
truc tiép dua noi dung 1én server phi tap trung. Viéc truy xuat ndi dung da dugc dua lén
IPFS server chi 12 yéu cau tlf cc nit (peer) tham gia. Server hay trung tAm dif liéu bay
gid s& khong can thiét. Khi IPFS da co ban thay thé dudc trong van dé luu trit ndi dung
nhd vao cd ché Iuu trit ndi dung trén cdc nit tham gia vao mang IPFS. Véi su gia ting sb
lugng ngudi dung trong tuong lai, mo hinh IPFS sé cang hiéu qua hon do s6 lugng niit luu

trif ting 1én. Tiét kiém chi phi cho luu trit 12 mot diém 10i 16n.

Khdi van hanh, phan phdi ndi dung: Ngudi dung truy xut vao mang Blockchain va tham
gia nhu 1a mot ngudi dung dé tuong tac v6i ndi dung. Mbi ndi dung dudc quan 1y bdi mot
hop ddng riéng biét diéu nay han ché dugc rii ro mat mat ndi dung trudng hop khong thé
xéc thuc hop dong. Mang blockchain déng vai tro trung gian, 12 mang phi tap trung thi
hai trong mo hinh ddm nhén viéc quan ly ngudi dung va phan phdi ndi dung yéu cau trong
khuon khd mot ndi dung, ngudi dung sé dugce quan Iy trong mot ban hdp dong chiia ndi
dung ddm béo khong xay viéc chia sé ndi dung khi chua trd phi. Blockchain sé din ngudi
dung truc tiép dén nodi dung yéu cau thay thé dudgc chiic ning dinh tuyén ndi dung trong

mo hinh cu.

Khdi tuong tac ngudi dung: La mot ting dung phi tap trung (DApp) han ché dudc van dé
ki€ém duyét ciing nhu 1a may chii. S6 luong ngudi diing truy cip vao mot DApp tai cling

mot thai diém khong con 1a vin dé nho vao tinh phi tip trung clia nén tang.

C6 thé thiy rang c6 hai mang phi tap trung dugc st dung trong moé hinh, gébm: IPFS, va
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mang Blockchain. Hai mang phi tip trung nay gidi quyét dudc hai tién trinh trong dich vu, 1a
phuong tién luu trit, mit khac 1a phuong tién dinh tuyén tim dén céc nodi dung. Hai tién trinh
quan trong ndy sin sang thay thé nhiing budc phiic tap dong thoi 1a cdc han ché ctia ctia m6 hinh
truyén thong.

Noi dung tai 1én sé& dudc bién ddi thanh mot chudi bim thong qua giao thic IPFS[13]. Giai
quyét dudc van dé phai thong qua nhiéu budc bién d6i trong mo hinh truyén thong. Noi dung sé
khong con luu tri 6 trung tam di liéu, tranh dudc su phan bd tap trung. Pong thdi, ndi dung chi
dugc nha quan 1y biét dudc nén viéc nodi dung bi tn cong 1a rit kho xay ra.

Liic nay ndi dung dudc dai dién bdi mot chudi bam, thong qua chudi nay dugc dua vao smart
contract sau do 1a xy dung va xac thuc trén mang blockchain. Chudi dia chi dai dién cho smart
contract chifa ndi dung dudc cong khai dén cic phan tii trong mang blockchain. T day, ngudi
dung tham gia vao mang c6 thé yéu cau dudc ndi dung thong qua smart contract.

Hop dong thong minh chifa noi dung sau khi dudc xac thuc trén blockchain dudc quing ba
trén giao dién cia mdt ung dung DApp (Decentralzed Application). Ngu6i dung tham gia vao

blockchain vé6i cdc yéu cau lién quan dén noi dung déu thong qua ting dung nay.
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3.1 Khéi xt Iy ndi dung tai lén

Trong khéi xt 1y ndi dung tai 1én, giao thic IPFS dudc st dung trong cho chiic ning bién
ddi va luvu trit ndi dung.

Giao thic IPFS[13] (InterPlanetary File System) la giao thic cho phép chia sé cac tap tin
ngang hang véi nhau ma khong can su c6 mit cia mdy chd trung tam. Mbi ndi dung dudcc tii
1én s& nhan dudc chudi bam (hash), cic ndi dung gidng nhau sé c6 ma bam gidng nhau, tir day
loai bé dudc su trung 1ip. Noi dung sau khi dudc dua 1én bi chia thanh nhiéu phan nhd va dudc
luu trit & cc node khac. Trudng hop, khi mudn tai vé mot tap tin, mot niit sé yéu cau mdy chi
tim trong mdt bang bim phan tdn c6 thong tin cla tit cd moi niit trong mang dé tim ra dudc cic
méanh ciia ndi dung dudc luu trit & nhitng niit ndo, cong cudc tim kiém dugc thuc hién mot cach
hiéu qua thong qua cdc md dun mang tiing chiic ning riéng biét tham gia vao hé théng.

IPFS Ia mdt mang ngang hang, dit liéu dudc chuia trong mang local, cac nut trong mang lién
két va trao ddi dit liéu véi nhau. Giao thiic IPFS dugc chia thanh chong cac giao thiic véi chiic

nang riéng biét:

e Nhin dang (Identities): nut dugc nhan dang bdi Nodeld - 1a ma bam dudc ma héa. C6 vai

tro ki€ém so4t khéi tao nhan dang va xéc thuc nut.

e Mang (Network): két n6i dén céc nit khéc thong qua céc giao thiic két ndi va chuyén van,

v6i cdc tlly chon trong nén tang.

e Dinh tuyén (Routing): IPFS yéu cau tim dén cac nit khac hay cic nit lién quan dén noi

dung yéu cau.
e Trao ddi (Exchange): giao thifc trao d&i nit méi quan 1y viéc phan tan khdi hiéu qua hon.
e Dbi tugng (Object): gdm phan dif liéu va mang chifa lién két dén cac node chita phan di

liéu con lai.

18



CHUONG 3. XAY DUNG MO HINH BE XUAT TRONG PHAN PHOI VIDEO

e Tiap tin (Files): tip hop céac dbi tuong lai véi nhau trong IPFS.

e Tén (Name): tén ddi tugng trong IPFS va khong thé thay d6i dudc .

Déi tugng lam viéc chinh trong giao thiic IPFS 1a tip tin. CAu triic tap tin trong IPFS 1a cAu
triic Merkle DAG dudc két hop tit Merkle tree sit dung trong blockchain d& ddm bao tinh toan
ven cua cac giao dich. Song véi d6 la Directed Acyclic Graphs (DAG) dudc st dung trong cong
cu Git[ 14].

Pé hd tro kha ning trong viéc ghi nhén su thay ddi noi dung clia cac dbi tuong tap tin tai
ndi Iuu trit (repository). DAG dudc st dung trong viéc cu triic nhiing thay ddi niy ctia cac dbi
tugng trong repository. Ghi lai lich st thay doi trong noi luu trit thanh mot chudi.

C6 3 van dé quan trong ctia tién trinh trong IPFS:

e IPFS st dung dia chi d€ nhian dang ndi dung. Mdi phan ctia noi dung déu st dung giao
thic nhan dang ctia IPFS hay 1a CID, chiing déu 12 mot chudi bim. Chudi bim 1a duy
nhat cho mot nodi dung. Pia chi clia ndi dung thong qua chudi hash dugc st dung rong rai
trong co ché két ndi ctia nhiéu hé théng phan tan. Noi dung dudc nhan dién sau dé dudc

IPLD dich ra ciu tric dit liéu phu hop cho tiing hé thong.

e IPFS ciing nhu céac hé théng khac sit dung céu triic Merkle DAG trong viéc dam béo cho
su hién dién cda cdc tép va thu muc, ciing v6i d6 1a sao luu nhitng ndi dung di dén céc

nut.

e DHT (Distributed Hash Table): D€ tim dudc nit nao dang chiia ndi dung can truy xuat
thong qua bang bam (hash table). Bang nay chifa mot khéa trd dén mot gid tri. Khi biét
dudc vi tri cia ndi dung, bang bam lai dudc st dung dé truy ra vi tri clia niit d6. D€ yéu
cau khbi va giii khdi dén cac niit khac. M6 dun Bitswap dugc dung dé két ndi mot nit dén
cac nit khac mang ndi dung yéu cau, b6 sung vao danh sach yéu cau va khéi dugc gti

dén. Khéi giii dén dudc xac thuc bang CID.

Trong pham vi nghién cifu, ndi dung dugc dua 1én IPFS trude khi dudc chuyén tiép vao hop
dong (smart contract) thudc khdi blockchain, sé dudc dé cap trong phan tiép theo clia chuong.
Mo hinh xdy dung trong kiém thi bat dau tir viéc tuong tic ngudi dung véi ndi dung trong ban
hop ddng thong minh (smart contract), bat du tit chifc ning tai 1én dén viéc tuong tac ndi dung
cling nhu tinh nang thu 1¢i nhuan tu noi dung tai 1én trong pham vi xay dung mo hinh.

Noi dung trude khi dugc dua 1én IPFS, yéu cau trudc tién mdy tinh phéi 1a mot nit (peer) c6

thé xem day 1a thii tuc dau tién d€ tham gia vao mang. P& trd thainh mot ngudi dung tham gia
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vao hé théng IPFS, can phai cai dit vao mdy tinh. Ngudi dung tuong tac véi mang thong qua

ctia s 1énh CLI.

xZwuMilhyv

Hinh 3.1: Khdi tao nit tham gia vao IPFS

Lénh ipfs init khdi tao nit tham gia vao mang, sau khi khdi tao, hé théng tra vé dia chi
ndi luu céc tép, dia chi nhan dang niit, mbi mdy tinh déu c6 dia chi nhan dang nay. Cac niit ¢6 thé
lién két hay trao ddi dit liéu truc tiép v6i nhau thong qua dia chi nhan dang nay. Trong hinh
nit ¢6 dia chi QmUJIVYqdkiNsb7C41vELQelb3xLWdkke 9CfT8u2CeREAAT, dia chi ¢
do dai 46 bits, st dung ma bam SHA-265 bat dau véi hai ky tu “om”. Ciing gidng nhu chudi
bim dia chi ndt, ma bim cda dif liéu sau khi dudc dua 1én IPFS déu c6 dang tuong tu. Trong
qué trinh van hanh, cic tién trinh bién ddi hay nhan dang déu 14y chudi bam lam co sé.

Thuat toan bam SHA-256[15] c6 thé xem 1a thut toan chinh, sit dung nhiéu trong cac tién
trinh thudc giao thic IPFS. Mit khac, thuét toan nay con 1a k§ thuat chinh trong ciu tric 16i ctia
hé sinh thdi blockchain. V6i kha ning bién d6i mot chudi dau vao thanh mot chudi dau ra véi do
dai c6 dinh. M&i chudi dau vao duy nhét cho ra mot chudi dau ra duy nhét, va khong thé bién
ddi ngudc lai.

SHA-256 nhan dif liéu dau vao c6 kich thudc khong vudt qua 264 dong thdi ngd ra c6 kich
thu6e 32 bits. Dit liéu phai trai qua 64 vong tinh todn trong tién trinh x Iy dau ra.

Qua trinh x Iy ma bim gom 3 tién trinh:

e Tién xtt ly: La budc dau tién cho viéc khdi tao cac budc xi ly can cho tién trinh sip xép

va nén c6 thé dudc tién hanh. Tién xi Iy gdm 3 cong viéc:

— B6 sung thém cdc bit can thiét cho dit liéu vao théa man 1a boi ctia 512.

[ +14 k=448 mod 512 3.1

V6i [ 1a d6 dai cta dit liéu vao, k 13 sb nguyén duong nhé nhit dé€ dat gid tri thda

man thdéa man déng du véi 448 (mode 512).
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— Phan tich thanh cédc khdi 512 bits: sau khi dugc bd sung cic bits vao dif liéu gbc,
tir diy dugc phan tich thanh cac khéi 512 bits chuén bi cho viéc sap xép va bam dit
liéu,

— Khdi tao gid tri bim: gid tri khdi tao nay dudc tao ra bang cach lay 32 bit dau tién

cta phan phén so cua can bac 2 cia 8 so nguyén to dau tién.

e Sip xép dit lidu: Sau qud trinh tién xt ly, khdi sap xép dif liéu vao sé lay khéi 512 bits dau
tién véi ngd ra di liéu phu thudc vio mdi vong lip tir gid tri Wy, dén W, va dudc chia

lam 2 ching nhu biéu dién:

for 0 <t <15,
Wt:Mt
for 16 <t <63,

Wi =o01(Wia) + Wiz + 00(Wis) + Wiy (3.2)

V6i, o va o 1a hai ham logic dic trung cho ham bim dif liéu sip xép dang SHA-256

dudc trién khai trén 32 bit dudc minh hoa nhu sau:

09 = ROTR"(x) ® ROTR"™(x) ® SHR*() (3.3)
o1 = ROTR"Y(z) © ROTRY(x) ® SHR™(x) (3.4)

V6i, ROT R” 1a xoay vong phai x bit, SH R* dich phai x bit.

e Ham nén: Ham nén dit liéu hoat dong theo tién trinh bam v6i yéu cu bat budc phai theo
1 chiéu. W, 1a gia tri mang 32 bits dif liéu dugc tinh toan bdi viéc sép dit liéu dong thoi
12 ngd vao cho ham nén, trong d6 K, 1 gid tri hang, SHA-256 st dung 64 gi tri hang s6
cho méi 1an chay, gia tri nay 1a 32 bit dau tién ctia phan phin sb ciia cin bac 3 clia 64 sd
nguyén td dau tién. Trong qua trinh nén, ham st dung 8 ky tu lanlugtla A, B, C,D, E, F,
G va H trong cap nhit tiing vong lip. Gia tri A va E phu thudc vao tat ca dit liéu ngd vao
va dudc tinh bang cong thiic  mdi vong. Sau 8 bién lam viéc dudc khéi tao, 64 vong lip

ctia ham nén dudc dua vao cong thidc va gia tri & nhiing vong & gitta clia cdc bién dugc
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tinh theo cong thuc:

H:H+§;®+CMER®+&+W} (3.5)
B:EXE+MMA&@ (3.6)
H=GG=F,F=F (3.7)
E:D+E:D+H+§l@ﬂ%%@j%ﬁ+&+%@ (3.8)
D=C;C=B;B=A (3.9)

A=Ti+Ty=H+Y (B)+Maj(A,B,C)+Y_ (B)+Ch(E,F,G)+ K+ W,
(3.10)

Céc ham nén & trén dudc 12 cbt 16i cia tién trinh. Sau khi thuc thi xong cdc 1énh logic sau

64 vong lap.
Ch(X,Y,Z) = (XAY)D (X AY) (3.11)
Maj(X,Y,Z2) = (XAY)B(XAZ)& (Y AZ) (3.12)
}:(X) ROTR*(X) ® ROTR(X)ROTR*®(X) (3.13)
}:(X) ROTR®(X) ® ROTR"(X)ROTR*(X) (3.14)

Ham logic Ch va Maj nhan 3 ky tu 1am ngd vao va tra vé 1 ky tu ngd ra. Két qua cudi

cung dugc hinh thanh bang cong thic:

SHA256(M) = Hy™ || H\N || HN || Hs™ || HN || Hs™ || He™ || HN (3.15)

DE thiét lap dia chi cuc bo bang 1énh ipfs daemon. Lénh nay tra vé thong tin phién ban,
thong tin va dia chi két ndi vao cac mang luu trit phan tan (swarm), dia chi cho giao dién web.
Nbi dung dudc tai 1én bang 1énh ipfs add. Noi dung tép dudgc tai 1én. Két qua tra vé 1a

chudi bam dai dién cho ndi dung da dudc tai 1én IPFS.
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Hinh 3.3: Tai 1&€n ndi dung

3.2 Mang blockchain

Nén tang blockchain c¢6 3 hinh thiic nhu di dé cép, bao gdm: global blockchain, private
blockchain, consortium blockchain. Ethereum 13 nén tang manh mé, phd bién trong global
blockchain dudc danh gid 1a mot nén ting phit hop trong cac tng dung lién quan dén dich
vu v6i quy md rong rai. Trong pham vi dé tai, Ethereum phu hop trong tng dung md hinh dé
xuat thay thé mo hinh truyén théng. Pong thdi déng vai trd 1a mang trung tim cla tng dung
phan phdi noi dung video.

Ethereum[/16] 12 mot du 4n dudc tao ra véi muc dich di dau trong viéc st dung cong nghé.
La mot nén tang st dung cong nghé blockchain, dudc két hop véi cong nghé clia smart contract
(hop dong thong minh). Ethereum dugc tao ra véi muc tiéu trd thanh mdt nén tang danh cho viéc
phat trién smart contract va cac DApps (ndi dung sé dudc dé cap dén & phan sau ciia chuong).
Khong gidng nhu Bitcoin[|17] dudc tao ra nham muc dich 1 trd thanh phuong tién thanh toan

va noi luu trit gia tri. Can phan biét rd rang gitia hai nén ting Bitcoin va Ethereum. C4 hai nén
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tang chay trén hinh thiic public blockchain. Diém khac biét giita Bitcoin va Ethereum 1a tc do
tao ra block méi thong qua giao thitc GHOST( 18] dung trong Ethereum, bang cach giam thdi
gian xdc thuc dong thdi lua chon nhdnh c6 nhiéu nhanh con 1am chudi chinh (mainchain).
Tién ma héa (cryptocurrency) 1a khai niém tdn tai trong cac nén tang khic nhau, bao gom:
coin va token. Coin 1a mot dang tién ky thuét s6 dudc tao ra bang k¥ thuit ma hoéa, luu trit gia
tri theo thdi gian. Coin ¢6 thé gui, nhin va dao. Coin khdng c6 chic ning nao khéic ngoai chic
ning tién té. Token dudc phat hanh dua trén mot nén ting clia coin, 12 mot dai dién ctia mot tai
san hodc tién ich cu thé, thudng nam trén mot blockchain da ¢ san. Ma token c6 tinh da nang
hon khi né c6 thé dai dién cho gid tri hang héa, thé hién su duy nhét ctia mot dbi tudng, tich
diém ctia thanh vién, c6 thé dudc st dung nhu céc loai tién dién tir d€ Iuu thong.
Token mdi dudc tao ra trén Ethereum dua theo chudn ERC-20[19]. Chuin nay dinh nghia
mot danh sach chung céc quy tic cho Ethereum, cdc quy tic gdm cac ma thong bao dudc chuyén
gitta cac dia chi va cach truy cap dif liéu trong mbi ma thong béo.
Nhu da dugc dé cap truée d6, Ethereum dudc tao ra ding trong cc ing dung lién quan dén
blockchain cung véi d6 1a Smart contract tdp hgp mot bd giao thiic dac biét ¢6 kha nang tu dong
thyc hién céc diéu khodn, cic thoa thuan giita cic bén tham gia trong hop dong.
Solidity[20] 12 mdt ngon ngit huéng dbi tugng bac cao dudc tao ra nham muc dich xay dung
ban hop dong thong minh (smart contract) dé chay trén EVM (mdy 4o Ethereum). Remix 1a
IDE hay mot cong cu gitip viéc xay dung hop dong thong minh (smart contract) viét ngay trén
trinh duyét, cac cong cu khac hd trg viéc ki€ém thit chuong trinh, stia 16i va bién dich ciing dudc
hd trg. Thanh phan co ban cia mot chuong trinh gdm: phién ban ciia solidity d€ dam bao riang
phién ban nay tuong thich véi phién ban bién dich, cac phuong thiic (ham) chic nang thuc hién
cac 1énh, diéu khoan trong hop dong. Cau triic ban hop dong (smart contract) c6 dang: pragma
solidity 7~0.5.1;
contract HelloSolidity {
function set () {
}
function get () {
}

}

Co ché cc ham chic ning trong bang hop dong clia ting dung bao gom:
e B6 sung ndi dung véi cac thong di kem

e Chiic niing bau chon cho noi dung
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e Tra 10i nhuan cho chd s6 hitu ndi dung sau khi dugc bau chon
e Quan ly ndi dung, co ché bau chon ndi dung

Qua trinh tham gia vao blockchain bat dau véi mot tai khoan diing nhap, tai khoin nay déng
vai trd 12 ngudi sé hitu noi dung dong thdi chi tra cho viée trién khai ndi dung nay. Pong thoi
can phai tao mot vi d€ quan ly tai khoan ciing nhu 12 s6 du ctia ngudi ding, ngoai ra con c6 thé
dam bao dudc su an toan vé tai san ctia ngudi ding. C6 nhiéu vi online ddm bio do an toan vé
bao mat va su tién dung trong cac giao dich. Metamask la vi dudc tin cdy véi kha nang bao mat
v6i mot ma nhan dién ma héa vo cling an toan ciing nhu hé tr¢ nhiéu tinh ning, tich hop tbt
trong viéc phat trién cac ting dung.

C6 2 loai tai khoan trong blockchain:

e Tai khoan dén tit bén ngoai (Externally own account): tai khodn gom c6 cip khéa, dugc
tao bdi ngudi dung hoic tlf cac server bén ngoai. Pic diém: chia sb du, c6 thé khdi tao

giao dich, khong thé trién khai hop dong.

e Tai khoan hgp dong (Contract account): Tai khoan khong dugc kiém soét bdi con ngudi,
c6 thé kich hoat tir tai khodn bén ngoai hoic 1a tai khoan hop dong khac. Pic diém: chia
s6 du, chia smart contract trong bd nhd, c6 thé tién hanh kich hoat cac giao dich hay goi

cc hop dong khac.

Mai hgp dong dudc trién khai sé& phai tiéu tbn mot lugng phi dé trién khai, phi ny dudc goi
la “Gas”

Khi ngudi dung gtii mot giao dich (transaction) mdy 4o Ethereum yéu cau mot khoan phi
nhd dé€ thuc thi ndi dung. Diéu nay ciing tuong tu khi trién khai v6i smart contract, ngudi dung
phai tra phi cho tién trinh tinh toan ctia hé théng. Chi phi nay dugc do bang don vi 1a “Gas”[17]).
Va dugc tra bﬁng ether (don vi tién té trong Ethereum). S6 lugng gas dai dién cho sb ludng céc
chi thi phai thuc hién trong mot giao dich, trudng hdp trong mot hop dong phiic tap, yéu cau
nhiéu chi thi d€ thuc thi hon dong nghia véi miic gid Gas cao hon. Giao dich con yéu cau gid tri
gi6i han Gas (gas limmit), gid tri nay cho biét chi phi ho sin sang tra 1a bao nhiéu cho viéc thuc
thi giao dich. Tét c4 céc niit trong mang déu tham gia mining hay bdo mat mang cho viéc chi
tr, cung cAp phan ciing cho viéc sao luu, xic thuc. Tién phi nay dudc cdc miner nhin nhu mot
phan thudng. Néu s cac budc thuc thi giao dich 16n hon gid tri giSi han thi tit ci cdc bu6c sé
trd lai thdi diém ban dau, khong c6 thanh phan nao ciia giao dich dugc thuc thi.

Céc tién trinh dudc quy dinh theo cu thé theo tling tién trinh:
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Bang 3.1: Gia gas clia céc tién trinh[17]]

Tén tién trinh Gia Gas Mo ta

step 1 Mic dinh mdi budc thuc thi
stop 0 Mién phi

suicide 0 Mién phi

sha3 20 Ham bam SHA-3

sload 20 Lay dit liéu tit 6 nhé

sstore 100 Ghi di 1i€u vao 6 nhé
balance 20 Kiém tra s6 du

create 100 Khdi tao hop dong

call 20 Khdi tao ham trich xuét
memory 1 MBOi tir ghi vao trong bd nhé
txdata 5 Data, code trong giao dich
transaction 500 Giao dich co ban

Khong nhu trong Bitcoin, chi phi cho cac giao dich phu thudc vao kich ¢d cua cac transaction
theo don vi kilobytes. Trong trong solidity thi dua trén s6 lugng cong viéc phai gidi quyét trong
mot giao dich cu thé.

Trong ndi dung nghién ctu, stt dung global public blockchain cliing v6i Metamask c6 hd trg
Web3. Web3 1a trung gian két nbi v6i mang blockchain trong trién khai hop dong. Sau khi moi
trudng thich hop dugc chon, ngudi dung sé x4ac nhan mot 1an nifa tai khoan dudc chon dé trién
khai hop dong. Thong qua Remix, hgp dong sé dugc bién dich ra bytecode.

Web3[21]] 1a bd cac thu vién cho phép truy nhap vao mang local hay nut ethereum tu xa
thong qua két ndi HTTP va IPC. Web3 1a cong cu hd trg trong tién trinh két nbi, trao d6i dit liéu
hay tuong tac v6i mang blockchain.

Viéc trién khai hop dong 12 mot tién trinh dau tién khi dua ndi dung 1én mang blockchain.

Bao gom:

e Dua mi bim (hash) ctia ndi dung vao hop dong thong minh: ma bam sau khi dua ndi dung

1én IPFS sé dudc dua vao trong smart contract.

e Lua chon mdi trudng, tai khodn, cic thong s dé trién khai hop dong: st dung mdi trudng

cup cép ctia Web3, chon tai khoan tit vi Metamask. Lua chon gid tri clia gas limit.

Nguyén Hoai Nam D15CQVTO1 Trang 26



CHUONG 3. XAY DUNG MO HINH BE XUAT TRONG PHAN PHOI VIDEO

Hop dong sau khi dugc trién khai, c¢6 thé xem 12 mot giao dich hay mot transaction dién ra, tai
ctra s terminal dudc tich hdp bo phién dich Javascript, chi contract tra vé trén ciia s6 nay dong
nghia véi viéc trién khai noi dung thanh cong. Pia chi hgp dong 12 kiéu dif liéu dia chi dudi dang
Hexa gom 20 bytes[20]. M6 hinh dé xuét trong nghién cifu st dung mang thit nghiém Rospten
dudc tao ra nham muc dich phat trién véi tinh ning twong tu nhu mang that cho nha phat trién

tuong tac trude khi st dung mang that.

3.3 Khoi tueng tac nguoi dung

Viéc truy xuat vao hop dong ding tii vi tri ctia mot ngudi dung tham gia vio mang blockchain
can 2 thong s6: dia chi hop dong, ABI (Application Binary Interface) ctia hop dong. Thong qua
Etherscan 12 mot cdng cu blockchain explorer dugc tao ra dé€ st dung riéng d6i v6i nén tang
Ethereum, thong qua d6 c6 thé kiém tra cic giao dich ETH trén nén ting, cdc thong tin vé cic
block, smart contract ciing nhu theo ddi dudc cic giao dich & cdc nén tang phi tap trung dua trén
blockchain ctia Ethereum. C6 thé xem rang Etherscan nhu 13 mot giao dién cho sé cai, khi cac
thong s6 lién quan dén tai khoan vé sd du, quan 1y nodi dung hop dong hay cac giao dich dién ra
dudc nguoi dung theo doi.

Thong thudng, ngudi ding mudn tham gia vio mang blockchain néi chung hay Ethereum
néi riéng cn phii cai dit vé thong tin s cai hay phai chay toan bo niit trong mang. Infura
la cong cu phia back-end hé trg trong viéc gia 1ap mot nuit tif xa nham don gian héa cic nén
tang yéu cau ctia mot mang blockchain. V6i muc dich hd trg cc ting dung st dung nén tang
blockchain, Infura 1a cong cu giai quyét nhanh céc van dé vé nén tang.

Xay dung nén ting dung tuong tic ngudi ding thong qua Reactjs trén nén tang Nodejs nham
ting tdc do ing dung. Thong qua thu vién Web3, ngudi dung sé tham gia vao mang blockchain

dé tuong tac v6i hop dong (smart contract), tién hanh cdc yéu cau trao d6i dit liéu va noi dung.
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/N(f)i dung dwoc tai Ién/
Quang ba ndi dung <7/Binh chon ndi dung/

Kiém tra
s6 lwo'ng vote

Chuyén tién dén
chu sé hiru

K&t thic
Hinh 3.4: Luu dd hoat dong trong tng dung

Ngudi ding sit dung nén tang dé tai 1én ndi dung, ndi dung nay gan lién v6i mot tai khoan vi.
Sau khi dugc dua 1é€n IPFS va xac thuc vao mang blockchain thong qua smart contract, ndi dung
ldc nay sé cong khai dén cac ngudi dung khic. Ngudi dung sé xem ndi dung va binh chon cho
ndi dung. Liic ndi dung dudc sb lugng binh chon nhét dinh, chii s& hitu noi dung sé nhan dudc

phan thudng tit nén tang. Ung dung ngudi dung lic nay goi 1a DApp (decentralized application).
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DANH GIA MO HINH PE XUAT, PHUONG HUGNG

PHAT TRIEN

4.1 1IPFS server

Do IPFS khong phéi 1a mot md hinh manh mé danh cho kinh doanh. M6 hinh nay khong thé
tu n6 md rong dung lugng luu trit nhu 1a mot dich vu luu trit ding nghia. IPFS phai phu thudc
vao cic nit tham gia v6i muc dich duy tri kha ning luu tri theo ding co ché. Quay tré lai mo
hinh phan phdi dé xuat, IPFS & vi tri dau chudi tién trinh, chiu trach nhiém tién xi 1y, 12 noi luu
trif ndi dung bién ddi dang ndi dung thanh mot chudi bam thong qua ham bim (hash function).
Kich thu6c ndi dung sé khong anh hudng truc tiép dén ting dung, tuy nhién thdi gian tai 1én
IPFS server va tién trinh l1iy ndi dung sé khong dién ra mot cach hoan ho. Trudng hop s6 niit
trén IPFS server qua it, trong khi ndi dung dua 1én qua nhiéu, khong gian luu trit trén IPFS sé
khong dap ting dugc, md hinh khong thé hoat dong. Hudng gidi quyét van dé van con han ché
phu thudc vao dd quy moé cua IPFS.

Mot van dé khéc can quan tidm 12 co ché sao luu dit liéu trong mang ngang hang. V6i muc
dich han ché tinh trang mét dit liéu do cac miit tham gia luu trit dif liéu khong di vang (khong
tham gia vao mang & mot thdi diém nhit dinh) ddm bao noi dung ludn ton tai trén mang, mit
khac nham tranh vin dé c6 qua nhiéu yéu cau dit liéu tif nhiéu nit khdc dén cung lic. Thuat
toan cho co ché sao Iuu diéu chinh cdc nit chiia dit liéu dudc sao luu dya trén Iuu lugng trong
cdc phuong thifc phan tdn trong viéc giai quyét viéc ting s6 luong dit lieu yéu cau[22]. Ti 1&
truy van ctia di liéu duge biéu dién biang thong sb ¢, dugc xem la gid tri truy vAn ban du trong
khodng thdi gian 7. Hiéu ning sao luu dif liéu dugc dit 1a mot gia tri ngudng cho ti 1¢ truy van,
T, = a x avg, v6i a (a > 2) 1a hing sd, avg, 1a i 1& truy van trung binh trong mang, n; 1a
gia tri s6 luong tép dif liéu trong mang. Gi4 tri ti 1& truy van trung binh dugc xac dinh bdi cong

thuc:

avgy = — “4.1)
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Bang 4.1: Gia tri sao luu vé6i s6 luong truy xuit thay ddi trong khodng thdi gian T = 1s, sb

luong dir li€u trong mang g5 = 4 va hing sb o = 2

S6 lugng truy van | Gia tri truy van trung binh Hiéu qua sao luu
1 1 2
2 2 4
3 3 6
4 4 8
n n 2n

V6i s6 luong truy van nhu nhau & cic phién dit liéu dugc yéu cau, ti 1é thuan véi gid tri truy
van trung binh avg, cling nhu hiéu qua co ché sao luu nay. V4i nhiéu yéu cau truy van, hé théng
can nhiéu dit liéu dugc sao luu hon trong hé thong.

Khong ma héa dit liéu, thiéu co ché bao mat dit liéu hiéu qua, khién cho viéc luu trit hay
truyén dif liéu tré nén kém hiéu qua. Khong c6 co ché bio vé do tin cay dif liéu khi cip nhat
1én phién ban méi nhat 14 nhiing han ché phai danh ddi, nén ting chi thich hop vé6i yéu cau ting
tdc phan hoi cdc yéu cau, khong thich hop véi thi trudng luu trit 1au dai va luu tri di liéu ngudi
dung c4 nhan hay doanh nghiép. Khong khé dé€ nhén ra nén tang dudc st dung chi 1a hé thong
phan phoi khong phai 12 mot trung tim dit liéu thuan.

IPFS va blockchain 12 hai thanh phan phi hdp véi nhau do nhiing su tién 10i, hay cac tinh
ning su tuong dong vé cach thiic hoat dong va van hanh. IPFS hé trg blockchain rit nhiéu
tiéu bi€u nhét 12 noi dung véi kich thude bat ki dudc bién thanh mot chudi va dua vao trong
blockchain thong qua hdp dong (smart contract). Giai quyét vin dé luu trit trong blockchain do
khong gian Iuu trit danh cho dif liéu khong dudc nhiéu.

IPFS khong tbi uu trong viéc riéng tu héa dit liéu, két qua 1a khong hiéu qua khi dua dit lidu
ma hda vao bd nhé cache, khi ma chi ngudi sé hitu méi biét dugce nhitng ndi dung nay.

Trong tién trinh ti 1én ndi dung, c6 nhiéu nodi dung véi cac kich thuéc khac nhau. Yéu cau
vé kich thuéc gidi han cho céc tép tai 1én 1a khong gidi han. Tuy nhién, van c6 thé ty chon kich
thu6c tai xudng tly theo yéu cau.

Céc noi dung c6 dung luong 16n can mot khodng thdi gian 16n hon dé video dudc tai 1én,
cling tuong tu nhu ndi dung c6 dung luong thip hon thi can it hon thdi gian thuc hién. Cac nit

tham gia trong qua trinh tai Ién ciing anh hudng tuy vao dung lugng cta ndi dung tai 1én. Theo

Nguyén Hoai Nam D15CQVTO1 Trang 30



CHUONG 4. DANH GIA MO HINH DE XUAT, PHUONG HUGNG PHAT TRIEN

co ché, ndi dung dugc tai 1én phan chia thanh cic géi va luu tri¥ tai cdc nit. Tuy nhién, cac niit
mang dit liéu roi khéi mang khi khong hoat dong dit liéu ldc nay sé mét di. Do d6 can phai c6
co ché dam bao IPFS duy tri dif liéu can thiét. Dt liéu chifa trong mot lién két khdng vuot qua
256 KB, trudng hop dit liéu vugt hon 256KB, né sé dugc chia thanh nhiéu phan c6 kich thudc

nho hon 256 KB.

Bang 4.2: Cic thong s6 qud trinh tai 1én noi dung trong trong IPFS

Kich thuée | Lién két | Block Size | Data Size | Link Size Tong
3.94 MiB 16 777 71 706 4134430
6. 09 MiB 25 1209 107 1102 6389296
7. 0 MiB 29 1399 122 1277 7344402
24. 64 MiB 99 4762 403 4359 25847769
34. 93 MiB 140 6730 567 6163 36623518

Noi dung tai 1én c6 kich thue cang 16n can nhiéu lién két hay can nhiéu khéi d€ luu trit
dit liéu dua trén nguyén ly Ivu trit ctia IPFS. Cac don vi luu trit trong titng khéi dude phan biét
thanh: kich thudc dit liéu thuc té cling véi d6 1a kich thudc lién két. Kich thude lién két ny chia
thong tin dia chi dén khbi tiép theo. Theo d6, mbi lién két 12 mot dia chi chifa trong DAG.

Trudng hgp ndi dung dudc tai 1én IPFS c¢6 kich thuéc qua 16n vugt qua kich thude cho phép,
hé thong sé nhém mbi 174 1ién két vao mdt nhém. Liic nay hé thong sé S chiic thanh cidc nhém

phan cép, chifa 1an lugt dén hét s luong dif liéu da phan manh.

B C:\Windows\System32\cmd exe - ] x

Hinh 4.1: N6i dung tai 1én véi kich thude 16n

Vi du minh hoa cho ndi dung tai 1&€n c¢6 kich thuéc 194.96 MiB

Véi tép tai c6 kich thu6e 16n, hé thdng nhém mdi 174 lién két thanh mot lién két 16n van dam
b4o mé trong mdi object khong vugt qua kich thuée quy dinh. Tir d6, c6 thé thiy dudc ring, qui
dinh kich thudc ti da trong mot lién két 12 262158 don vi byte, kich thudc tbi da trong mot lién

két 16n 1a 45623854 bytes.
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Hinh 4.3: C4c lién két trong luu trit noi dung
Bang 4.3: Cé4c thong sb qua trinh ti 1én ndi dung véi kich thude 16n
Kich thuée | Lién két | Block Size | Data Size | Link Size Tong
194. 96 MiB 5 259 32 227 204483103
* 174 8362 703 7659 45623854

Mt khac viéc khong thé chii dong diéu chinh s6 luong céc khdi trong qua trinh phan manh
ndi dung dudc tai 1én dong nghia véi viéc thay d6i thdi gian tii 1én hay tai xudng trong trudng

hop khong st dung mang dé md phong danh gia hé thbng mot cach tudng minh.
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4.2 Mang Blockchain

V6i dic tinh tuong tu IPFS, nén tang Ethereum st dung trong xdy dung md hinh dé xuit han
ché rit nhiéu trong thdi gian x4c thuc. Xét trong mang Rospten thudc nén tang Ethereum, khi
xdy dung mot hgp dong tuong duong thi thdi gian dé xac thuc 1a rat 16n. Tuy nhién, theo co ché
dugc dit ra nham cai thién thoi gian xac thuc cho cic hop dong, gia tri cia hop dong ting lén
dong nghia hop dong nay sé dugc dua 1én dau clia hang doi ting mic do vu tién ddi véi hop

dong nay.

Tuy chinh gas

Advanced
0.000871 ETH ~5 min 23 sec
Gia ga (GWEI) Han miit ga
1.036764706 840158

Hinh 4.4: Tuy chinh gia tri gas

Giai phap tang tdc do xi 1y nay gy ra nhiéu lang phi trong céc ing dung, gia gas c6 thé ting
1én theo don vi GWEI ma khong vugt qua han mic gas (Gas Limit) dong thdi khong vuot qua
s6 du trong vi (theo don vi ETH). Theo d6, gia tri tong lic nay dé xac thuc hop dong sé ting
1én, thoi gian udc tinh cho qua trinh x4c thuc sé gidm xubng. Mdi quan hé giita gid gas va thoi

gian xdc thuc dudc thé hién véi biéu do:

Live Gas Price Predictions

Hinh 4.5: Du do4n gid tri gas va thdi gian x4c thuc hop dong

Trong mdi hop ddong dudc x4c thuc, tip tin Iuu trit giao dich (transaction) ghi nhan céc thong
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tin lién quan dén thoi gian véi gid tri timestamp, day 12 gid tri ghi nhan thdi gian theo hé thong
Unix, mang thong tin vé ngay, gio , phut, gidy theo UTC (mbc thdi gian ban dau lic 00:00:00
ngay 01/01/1970) khi mot khdi duge hinh thanh.

Cic hop dong (Smart contract) khac nhau vé dung lugng va s gas theo d6 thoi gian xac
thuc ciing khac nhau. D6i véi céc ting dung c6 hdp dong phiic tap, yéu cau sb lugng gas 16n dé
xé4c thuc trén mang blockchain, sé& giy tré ngai cho nhitng nha déng gép ndi dung mic di phan
thuéng nhin dudc tit nhitng ndi dung ctia ho 16n hon rat nhiéu chi phi bé ra cho viéc xdc thuc
giao dich noi chung va cac tinh nang tuong tac voi mang blockchain noi riéng.

MBb hinh ting dung dé xuét gdm c6 3 tinh niing tuong tac chinh:

e Tii lén noi dung: Ngudi diing sé tai 1én ndi dung véi mot tai khoan ton tai s6 du. Véi chi
phi dudgc tinh cho tiing noi dung tai 1én. Noi dung dudc tai 1én sé gin véi ndi dung ciia tai
khoan ngudi dung. Ngudi dung nay sé chiu trach nhiém cho ndi dung ctia minh ké ca khi

nhéan phan thudng hay chiu phat tif ting dung.

e Tinh ning chia sé noi dung: Noi dung dudc bét ki ngudi diing nao tai 1én déu dugc quing
ba trén muc ty chon video cuia ing dung. Ngudi dung khac c6 thé tily chon ndi dung dé

xem tai diy ma khong mét phi.

e Binh chon ndi dung: Mdi ndi dung trong muc tity chon khi dugc quang ba déu kem véi
chiic niing binh chon ndi dung. Véi chiic ning nay, ngudi binh chon sé mit phi cho mbi
luct binh chon, phia ngudc lai, chii s hitu ndi dung sé nhan dugc phan thudng tit ing

dung v6i s6 ludt binh chon dat mic theo quy dinh.

M hinh dé xuét da gidi quyét dudc co ban cic van dé hién tai dang ton tai trong mo hinh truyén

théng thong qua bang so sanh.

Bang 4.4: Dic tinh dong gép clia mod hinh dé xuét

MB& hinh tap trung M0 hinh dé xuét
Tién xi Iy noi dung Tai Ién truc tiép ndi dung
Luu tr@t § trung tam dit liéu (database) Luu trit 6 mang phi tap trung IPFS
Server quan ly, phan phdi ndi dung Smart contract dinh tuyén, phan phi noi dung
Server quyét dinh, diéu khién céc tién trinh Blockchain 1a noi chita Smart contract
S6 luong truy cap gidi han & bing thong Khong han ché s6 luong truy cip
Giao dich, chiic nang khong tudng minh Phuong thic nhan thudng
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Do ndi dung sé& dugc xi ly trén mang IPFS do d6 ndi dung khong can phai trii qua budc
tién xt ly truéc & ngd vao IPFS server. Cling v6i do, cic thong tin, co ché van hanh tng dung
dugc thiét 1ap trong Smart contract, cac thuc thé tham gia vao ting dung dua vao cic nguyén tic
dugc dinh sén trong Smart contract nay dé hoat dong. Pbi v6i mo hinh dé xuit, phuong thiic
nhén thudng sé tlly vao tiing binh chon ctia ngudi ding dbi véi ndi dung, cling véi sb luong dat
ngudng dé€ nhan thudng. O cdc tGng dung tuong tu, tiing binh chon sé mang mot gid tri nhin
thudng gia tri nay c6 thé diéu chinh thong qua chi s hitu noi dung trong giai doan tai 1én.

Céc tinh niing tich hop trén ing dung co ban giai quyét dudc cac chiic ning co ban theo yéu
cu clia mot nén tang cung cap noi dung video. Tuy thé, nhiing han ché van con & cé4c tinh ning

nay. Mang tinh chit cia mot framework do d6 han ché & céc tinh ning 1a diéu khé tranh khoi.

e Tai 1én ndi dung: Noi dung dudc tai 1én IPFS server véi thoi gian 16n (25 gidy) cho moi

ndi dung video c6 kich thuéc tir 4 dén 7 MB. Khong c6 thé hién dugc tién tinh tii 1én.

e Tinh ning chia sé ndi dung: Trang can dudc 1am m&i d€ cap nhat noi dung trong lic ndi

dung dugc ngudi dung khac tai 1én lién tuc.

e Binh chon noi dung: Ngudi quan 1y ndi dung c6 thé binh chon cho chinh ndi dung cia
minh, dua vao diém nay c6 thé 1iy tién tir ing dung. Chua c6 ndi dung downvote nhim
bdo cdo ndi dung khong phu hop. Mit khac, mdt ngudi dung c6 thé binh chon nhiéu 1an

cho mdt ndi dung.
So sanh md hinh dé xuit véi mo hinh da hoat dong st dung cong nghé blockchain DTube[ 5]

Bang 4.5: So sanh tinh niing ctia md hinh dé xuét va dich vu DTube

Tinh nang M hinh dé xuét Dich vu DTube
Hinh thic tai 1én ndi dung Tép ndi dung Tép + dia chi URL
Chi phi tai 1én Co tinh phi (theo ETH) Co tinh phi (theo DTC)
Quan ly ngudi dung Thong qua vi Metamask Ma riéng tu ciia DTube
Binh chon ndi dung Ton phi Khong ton phi
Hinh thic binh chon Pat mdc nhan thuéng | Phan thudng cong don cho tling lugt
Giéi han binh chon Khong gidi han Mot ngudi dung/ndi dung

Nhin chung, c4c chic ning trong DTube ngoai trif tai 1én nodi dung déu khong tin phi. Mot

vu di€m khéc clia dng dung nay con & viéc bdo quan ly tai khodn vdi cdc thong tin rang budc
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chit ché. Mot diém khac trong dich vu DTube cong khai s6 lugng thudng ctia mot ndi dung véi
muc dich tudng minh cd ché nhan thuéng. Theo ly thuyét, moi su quan ly déu dudc thuc hién
mot cich hoan toan tu dong, tuy nhién trong thuc té chi c6 90% hé thdng dudc thuc hién tu
dong, con lai dudc nha quan ly ting dung can thiép trong cac tinh nang quan ly tai khoan cling

nhu tim kiém 10i nhuén.

4.3 Chi phi xay dung dich vu

Ddi v6i cac md hinh phan phdi video tap trung st dung dich vu bén thii 3 nhu mot thanh
phan trung gian ddm nhén vai trd Ivu trit, x& Iy phan ludng ndi dung dén ngudi dung. Udc tinh
dién hinh khi st dung céc dich vu, cu thé dich vu ctia Muvi[23]] véi géi tiy chon cho nén tang

phan phéi video Muvi Professional va Muvi Enterprise v6i cdc tinh ning:

Bang 4.6: Cac hinh thic dich vu va cac tinh nang cua Muvi[23]]

Hinh thue Muvi Professional (1499 USD) | Muvi Enterprise (3900 USD)
S6 lugng nodi dung Khong gidi han Khong gidi han
Béng thong/Thang Mién phi 2TB Mién phi 5TB
Dung ludng Mién phi 2TB Mién phi 5TB
Ngudi ding dong thoi 10000 Khong gi6i han

Trong khi d6, mot dich vu vé hé théng ndi dung khac d6 1a Wowza[/11]] ciing c6 cic tiy chon
cho dich vu Wowza Streaming Cloud véi cac tinh ning: Chat Iugng hinh 4nh trén céc thiét bi
streaming, khong gi6i han thiét bi & cac nén ting khac nhau, kha ning md rong server v6i dung
lugng khong gi6i han, bdo mat ndi dung véi cac co ché ty chon, tinh ning tiy chon danh sach
ndi dung. D6 1a cdc ndi dung co ban trong cic goi dich vu dudc cung cip véi mic gia 2495
USD/théang.

Trong qud trinh van hanh ctia m6 hinh dé xuét, yéu cau mot luong 16n chi phi van hanh phia
nha quan ly cling nhu ngudi tham gia ting dung.

Céc chi phi van hanh cho tung chic nang trong tng dung dugc ti phia ngudi dung va nha
quan ly véi nguyén tac cang xit ly nhidu yéu ciu trong chiic ning thi chi phi bd ra dé thuc hién

chiic niing d6 trong tuong tdc véi mang blockchain cang 16n, cu thé:
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Tién trinh Chi phi VND
Trién khai hop déng 0.00084 ETH | 6,688,649.66 VND

Téi 1én ndi dung 1 | 0.005728 ETH | 19,148.25 VND
Téi 1én ndi dung 2 | 0.004386 ETH | 14,662.05 VND
Téi 1én ndi dung 3 | 0.004391 ETH | 14,678.77 VND
Upvote 1 0.001303 ETH | 4,355.83 VND
Upvote 2 0.000853 ETH | 2,851.51 VND
Upvote 3 0.000853 ETH | 2,851.51 VND
Nhén thudng 0.000985 ETH |  3,292.78 VND

Trong pham vi tng dung, xem xét cac giai phap st dung cac dich vu bén thi ba véi tuy chon
tinh niing cao nhit cho mo hinh phan phbi video tap trung, chi phi dau tu cho mét ing dung vdi
tam nhin 16n tai Viét Nam thi pht hop véi gidi phdp Muvi Professional véi cdc tinh ning da dé
cap. Tuy nhién, cdc udc tinh chi phi trén chua bao gdm cic chi phi xung quanh viéc mua ban
ban quyén noi dung. V4i nhin nhan hién tai, con sd dé trién khai s& con tiép tuc ting.

Trong mo hinh dé xuit, véi chi phi 16n cho viéc vAn hanh titf nha quan ly cho ting dung, cu
thé 1a chi phi trién khai hop dong, yéu cau phai dudc 1ip lai theo chu ki trong khi 1¢i nhuén thu
dugc chi nhd vao viéc phat hanh token cho hé théng. Song theo d6, ngudi ding phai mét tién
cho céc thao tac ctia minh véi chiic ning trong tng dung md hinh sé dam bao cho van dé vé
ban quyén. Vi dugc xay dung trén nén tang Ethereum, su phu thudc vao gi4 tri ctia dong ETH 1a
viéc kho tranh khéi. Khong nhu mé hinh phan phéi tap trung, chi phi cho bing thong, sb lugng
hay kich thuéc noi dung sé dudc giadm bét. Chi phi c6 thé kiém soat dudc trong ting dung tuy
vao cac dot phat hanh token cho ting dung tif nha quan ly. Ciing gidng nhu mé hinh dudc trién

khai da phan tich, chi phi ban quyén ndi dung chua dugc tinh dén trong phép udc tinh nay.

4.4 Hudng phat trién

V6i cdc dic tinh ctia hé thdng phan tan, mo hinh di gidi quyét co ban vé bing thong trong
ting dung ciing nhu c4c van dé vé qua tai server tap trung. V6i su xuat hién cac nén ting phil
hop trong cong nghé blockchain, phan nao dé da da dang hoéa cac tinh ning clia ting dung. Néu
nhu vé cdc tinh ning hd trg trong ting dung toan cau, Ethereum 12 mot nén tang 1y tudng song
theo d6 mot s6 han ché vé cac dic tinh xéc thuc. Hyperledger xuit hién dé thay d6i cac vin
dé nay, v6i nhiing tinh ning chit ché trong két ciu, nén tang tiéu biéu cho loai Permissioned
blockchain. Véi tinh ning tuy bién dé€ c6 thé ddp ting cdc yéu cau dic trung clia ing dung, tuy

vay chi c6 thé ding lai trong ting dung c6 quy md nho.
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Trong pham vi mang blockchain riéng biét, viéc thay thé co ché xac thuc PoW (Proof of
Work) cuing su hi€u qua dén tir viéc xdc thuc, tuy nhién rat ton kém trong yéu ciu niing luong
tiéu thu dbi véi co ché nay, co ché PoS (Proof of Stake) tr thanh dbi tuong dudc chon véi viée
dam béo su dong thuin ma khong can mining sé giam dudc ning lugng hao phi ciing nhu su cin
thiét ddm bao cho muc dich chdng lam phat. Hon nita, khdi dugc xac thuc sé nhanh hon dam
bao cho co ché bao mat chit ché hon.

V6i kha ning mé rong céc tinh ning quan trong, bao mat ndi dung 1a diéu can thiét. Do
khong c6 co ché bao mat chii dong & dich vu IPFS nén viéc bao mat ndi dung tir khéi IPFS
trong mo hinh xay dung 12 diém quan trong trong tién trinh van hanh ting dung. Ma héa bét dbi
xting (Asymmetric Encryption) 12 mot cong cu cho phép ma héa ndi dung bang khéa cong khai
dinh cho ngudi nhan va chi c6 ngudi nhan méi c6 thé gidi ma sau khi yéu cau dit liéu tir IPFS.
Cic yéu td khac khong thé tin cong va dong thai khong thé giai ma dudc, bat chip viéc 6 thé
14y thanh cong dit liéu tir IPFS.

Trong pham vi dé tai chi diing lai & budc xay dung framework cho ng dung phan phdi video
nén céc tinh niing trong ting dung con han ché. Chiic niing tim kiém noi dung sé dugc phat trién
v6i su ting 1én vé ngudi tham gia ciing nhu luong 16n noi dung. DE dang quan 1y ndi dung hon
v6i chiic ning tim kiém hay phan biét theo cac loai nhan. St dung Machine learning trong tinh
nang goi y ndi dung duya trén cac nhan da phan loai true do, nhitng ndi dung c6 li€n quan ndi
dung ngudi ding xem nhiéu sé dudc uu tién xuat hién v6i tan xuit nhiéu hon. Quan ly ngudi
diing ciing 12 mot vin dé can thiét trong khi md hinh hién tai viéc phan biét ngudi duing lai thong
qua dia chi vi han ché trong viéc nhan dang hay phan biét.

Doanh nghiép c6 thé tham gia vao ting dung d€ quing céo sdn phadm cua riéng minh, ngudi
ding c6 thé nhan dudc phin thudng théng qua xem nhiing quang cdo nay. O tinh ning nay,
ngoai chi phi dugc phai chi cho viéc xdc thuc hop ddng, phia nha quang céo ciing can phai mat
thém mot khoang thudng cho ngudi xem quang cdo. Liic ndy, ting dung sé gdm ba nhém dbi
tugng: ngudi dung, ngudi dong goép ndi dung va nha quang cdo, trong d6 ngudi dung va ngudi
dong gbp ndi dung cé thé 1a mot. Véi cdc tinh ning dudc cai thién ciing nhu bd sung trong dinh
huéng phat trién, cac ing dung v6i cong nghé blockchain hifa hen s& thay thé dan cidc mo hinh

truyén thong trong tuong lai khong xa.

Nguyén Hoai Nam D15CQVTO1 Trang 38



KET LUAN

Blockchain 14 cong nghé diy hita hen véi nhitng tinh ning manh mé trong tuong lai véi stic
manh ndi bat trong bao mat thong dudc cling ¢d bdi cac cd ché dong thuin, nhitng thanh phan
h tr¢ nhau trong hé sinh thai mang dén kha ning thich hop trong cic tng dung hay cic nén
tang dudc phat trién sau nay.

Dé tai v6i muc dich tao ra mot framework khac hoa tdng quan ting dung nén tang video, gii
quyét cd ban cac vain dé vé st dung co ché quan 1y tap trung ciing nhu luu trit dit liéu theo cach
truyén thong. Mang blockchain, nén tang Ethereum dudc dung trong phan phdi noi dung, ting
dung gid day khong con st dung server trung tam, gidi quyét vin dé bing thong, hay luu lugng
cdc yéu cau tlif phia ngudi ding trd, tinh trang qua tai & server nhu trong cac ing dung truée do.
V6i IPFS thay thé trung tdm dif liéu (Data center) trong luu trif noi dung ctia ung dung, IPFS st
dung mang phan tan trong Iuu trit ddm bdo dudc nguyén ven ndi dung, v6i co ché sao luu, ndi
dung dugc Ivu trit khé bi mét di. Véi viéc phan chia ngudi ding thong qua st dung tai khoan vi
Metamask, ting dung mang dén mot ki€u tén ngudi diing méi thong qua dia chi vi vira dai dién
vita 12 cong cu thanh toan cho céc giao dich thuc hién trong nén tang.

V6i nhitng van dé chinh phan nao dudgc giai quyét trong dé tai, tuy nhién van con d6 nhiing
han ché chua thé khac phuc cho cong nghé mdi, vé su han ché ctia nén tang Ethereum trong
qua trinh xdc thuc céc giao dich hay cc ban hop dong. Yéu cau co ban clia da sb cac ing dung
lién quan dén thdi gian phan hoi, bén canh nhiing budc x4c thuc khdng cén thiét, theo d6 1a cic
khoén phi cho nhiing co ché tuong tic véi mang blockchain. Poi héi rit nhiéu tai nguyén dé van

hanh cic ting dung trong thuc té.
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PHU LUC

Code tham khao ham bam SHA-256

function [digest, MSG_RAW_512] = hash (LEN,METH,GEN)
SHA256=1;

PAD_ZERO=64;

MFACT=1;
MSG_SZ_P_BLK=512+MFACT;
MOD_SZ BLK = 448x+MFACT;

KT=[

4282198 °; *71374491°; *bS5cOfbcef ’; “e9bSdba5’; ’3956c¢25b°; ’*59f111f1 °;
>d807aa98 *; ’12835b01°; ’243185be’; ’'550c7dc3’; ’72be5d74°; ’*80deblfe ’;
>e49b69cl ’; ’efbed786 °; '0fc19dc6’; ’240calcc’; ’2de92c6f’; ’4a7484aa’;

’983e5152°; *a831c66d’; ’'b00327c¢8’; ’bf597fc7 ’; ’c6e00bf3 ’; ’d5a79147 ;
’27b70a85 7; 2elb2138°; ’4d2c6dfc ’; °53380d13°; ’650a7354°; ’766a0abb ’;

“a2bfe8al ’; ’a81a664b’; ’'¢c24b8b70°; ’c76¢51a3’; °d192e819°; *d6990624 °;
’19a4c116 °; 1e376¢c08 °; ’2748774c’; ’34b0bcb5’; ’391c0cb3’; ’4ed8aada’;
748 1t82ee ’; *78a5636f°; ’84c87814°; ’8cc70208 °; ’90befffa ’; ’a4506c¢ceb ’;

hO = dec2bin(hex2dec(’6a09e667 ) ,32); disp(h0);
hl = dec2bin(hex2dec(’bb67ae85°),32); disp(hl);
h2 = dec2bin (hex2dec(’3c6ef372°),32); disp(h2);
h3 = dec2bin(hex2dec(’a54ff53a’),32);
h4 = dec2bin(hex2dec(’510e527f’),32);
h5 = dec2bin(hex2dec(’9b05688c’),32);
h6 = dec2bin(hex2dec(’1f83d9%ab ) ,32);
h7 = dec2bin(hex2dec(’5be0cd19’),32);

INV_.M =dec2bin(hex2dec (’FFFFFFFF ), 32); disp (INV_M);
INV_M64=num2str (ones (64 ,1))’; disp (INV_M64);
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9%

if LEN < O
disp (——— EXIT STATUS: Invalid MESG LENGTH ENTERED———’);
disp (° RE-ENTER MESG LENGTH, valid entries are 0-—512" );
disp ( )
return

elseif (LEN>=1)

mesg_d=((sign(rand(1,LEN)—-0.5)) + 1) %0.5;
for u=1:LEN
mesg_d(u)=mod(u,2);

end
end
9%
if (GEN==1)
msg_str=char ();
k=0;
if (LEN>O0)
for i=1:length(mesg_d),
msg_str = strcat(msg_str ,num2str(mesg_d(1))) ;
end
end
end
9%

MSG_RAW _512=char ();

raw_str=char ();

raw_str=msg_str;

blk_num = fix(length(msg_str)/(512+*MFACT)) ;

if (mod(length (msg_str),(512«xMFACT)) ==0)
blk_ num = blk_ num -1;

end

if (blk_num <0)
blk_num=0;

end
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extnd=512+«MFACT*(blk_num+1)—mod(length (msg_str),(512+«MFACT));

raw_str(end+1:end+extnd)= num2str(round(rand(1,extnd))’) ’;

for k=1:128%(blk_num+1)*MFACT
MSG_RAW_512 = strcat (MSG_RAW_512,dec2hex (bin2dec (
raw_str(4x(k—1)+1:4xk))));

end

9%

msg_str(end+1) = ’17;
int_k =0;

diff _k = abs(int_k+LEN+1—448+«MFACT);
while (mod(diff_k ,512«MFACT) ~=0)
int_k = int_k +1;
diff_k = abs(int_k+LEN+1—-448+MFACT);
end
k=int_k;
tpr=sprintf ("’Min. K satisfying l+k+1 = %d mod %d is %d ’,
MOD_SZ _BLK, MSG_SZ_ P _BLK,k);
msg_str(end+1:end+k)="0"; %% Pad K—bits of ’0’s
len_bits=dec2bin (LEN,PAD_ZERO); %% 64—bit representation of MSG_LEN
MSG_2_PROC=cat (2, msg_str ,len_bits ); %MESG after PreProcess
MSG_PADDED=char ();
no_512_blk=length (MSG_2_PROC)/MSG_SZ_P_BLK;
for k=1:(128«*MFACT)*(no_512_blk)
MSG _PADDED = strcat (MSG_PADDED, dec2hex (bin2dec (
MSG_2 PROC(4*(k—1)+1:4xk))));
end
MSG L = length (MSG_2_PROC);
N=0;
if (mod(MSG_L,512xMFACT) == 0)
N=MSG_L/(512+«MFACT);
tprint=sprintf (’No. of %d—bit MESG chunks=%d’, MSG_SZ_P BLK, N);

else
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disp(’ Error in MESG PreProcessing ’);

disp (’ Check *)
return

end

2

9%% Process MSG BLKs

for blk num=1:N

padded_msg=MSG_2_PROC (

(512«MFACT*(blk_num —1)+1):blk_num*512+MFACT) ;

9%% Parse MESG WORDs

for 1=1:16,

for q

W(i,q)=str2num (padded_msg (32x(1i—1)+q));

end
end

for 1=17:64

=1:32

tmpl=W(i —2,:);

tmp_ror=
ror_17 =

tmp_ror=

ror_19
tmp_sh= c
shr 10 =
shr_10(1,
tmpx1l =

sigmal =

cat(2,tmpl (end—16:end),tmpl );

tmp_ror (1:32);

cat(2,tmpl(end —18:end) ,tmpl );

tmp_ror(1:32);

at(2,tmpl (end —9:end) , tmpl );
tmp_sh(1:32);

[1:10])=0;

bitxor(ror_17, ror_19);

bitxor (shr_10 ,tmpxl);

tmpl=W(i —15,:);

tmp_ror =
ror_7 =
tmp_ror =

ror 18 =

cat(2,tmpl (end —6:end) ,tmpl );
tmp_ror(1:32);

cat(2,tmpl(end —17:end) ,tmpl );
tmp_ror(1:32);
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tmp_sh cat(2,tmpl (end —2:end) ,tmpl );
shr 3 tmp_sh(1:32);
shr_3(1,[1:3])=0;

tmpx1 = bitxor(ror_7, ror_18);
sigma0 = bitxor(shr_3, tmpxl);
tmp_add = mod((bin2dec (
num?2str(sigmal >)’) + bin2dec(num2str(sigma0’)’) + bin2dec (
num2str ((W(i —7,:))’) ) + bin2dec(
num2str ((W(i —16,:))’)’)),4294967296);
W(i,:) = str2num(dec2bin(tmp_add,32)’)’;
end
for j=1:32
a(j)=str2num (h0(j));
b(j)=str2num (hl1(j));
¢(j)=str2num (h2(j));
d(j)=str2num (h3(j));
e(j)=str2num (h4(j));
f(j)=str2num (h5(j));
g(j)=strZnum (h6(j));
h(j)=str2num (h7(j));
bitmask (j)=str2num (INV_M(j ));
end

for 1=1:64

ror_ 6 = cat(2, e(end—5:end),e);

ror_6=ror_6(1:32);

ror_11 = cat(2, e(end—10:end),e);ror_ll=ror_11(1:32);
ror_25 = cat(2, e(end—24:end),e);ror_25=ror_25(1:32);

tmp_ror = bitxor(ror_6, ror_11);
S_SIG1 = bitxor(tmp_ror, ror_25);
not_e = bitxor (e, bitmask);
and_ef = bitand(e,f);

and_fg = bitand(not_e,g);
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ch_efg bitxor (and_ef, and_fg);

add_t1 mod ((bin2dec (num2str(h’)’) + bin2dec(
num2str (S_SIG1’)’) + bin2dec(

num2str(ch_efg ’)’) + hex2dec(KT(i,:)) + bin2dec(
num2str (W(i,:)’)’)), 4294967296) ;

ror_2 = cat(2, a(end—1l:end),a);
ror_2 = ror_2(1:32);

ror_13 = cat(2, a(end—12:end),a);
ror_13 = ror_13(1:32);

ror_22 = cat(2, a(end—2l:end),a);
ror_22 = ror_22(1:32);

tmp_ror = bitxor(ror_2, ror_13);
S_SIGO = bitxor(tmp_ror, ror_22);
and_ab = bitand(a,b);

and_bc = bitand(b,c);

and_ac = bitand(a,c);

xor_ab_bc = bitxor(and_ab,and_bc);

maj_abc = bitxor (xor_ab_bc,and_ac);

add_t2 = mod((bin2dec (num2str(maj_abc’)’) + bin2dec(
num?2str (S_SIGO0’) ’)), 4294967296);

h=g;

g=f;

f=e;

int_e= mod((bin2dec (num2str(d’)’)+add_t1),4294967296 );
numd=dec2bin (int_e ,32);
for z=1:32

e(z)=str2num (numd(z));

d=c;
c=b;
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b=a;

int_a=mod((add_tl + add_t2), 4294967296);

numd=dec2bin (int_a ,32);

for z=1:32

a(z)=str2num (numd(z));

end
end
hO_dec = mod(bin2dec(h0O) + bin2dec(num2str(a’)’), 4294967296);
hl_dec = mod(bin2dec(hl) + bin2dec(num2str(b’)’), 4294967296);
h2_dec = mod(bin2dec(h2) + bin2dec(num2str(c’)’), 4294967296);
h3_dec = mod(bin2dec (h3) + bin2dec(num2str(d’)’), 4294967296);
h4_dec = mod(bin2dec (h4) + bin2dec(num2str(e’)’), 4294967296);
h5_dec = mod(bin2dec(h5) + bin2dec (num2str(f’)’), 4294967296);
h6_dec = mod(bin2dec (h6) + bin2dec(num2str(g’)’), 4294967296);
h7_dec = mod(bin2dec(h7) + bin2dec(num2str(h’)’), 4294967296);

hO = dec2bin(h0O_dec ,32);
hl = dec2bin(hl_dec,32);
h2 = dec2bin(h2_dec,32);
h3 = dec2bin(h3_dec,32);
h4 = dec2bin(h4_dec,32);
h5 = dec2bin(h5_dec ,32);
h6 = dec2bin(h6_dec,32);
h7 = dec2bin(h7_dec,32);

HO = (dec2hex (hO_dec ,8));
Hl = (dec2hex(hl_dec,8));
H2 = (dec2hex (h2_dec,8));
H3 = (dec2hex (h3_dec ,8));
H4 = (dec2hex (h4_dec ,8));
H5 = (dec2hex(h5_dec,8));
H6 = (dec2hex (h6_dec ,8));
H7 = (dec2hex (h7_dec ,8));
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digest = char ();
digest = strcat (HO,H1,H2,H3,H4, H5,H6, H7);

end

tsc=sprintf ("++++HASH generated using ALgorithm %s = %s’, METH, digest);
disp(tsc);

return

Code tham khao Smart Contract

pragma solidity 70.5.0;
pragma experimental ABIEncoderV2;
contract SimpleStoragel {

string [] storedData;

string [] storedDatal;

address[] storedData2;

constructor () public payable{

}

function () payable external {}

function set(string memory x, string memory y, address z) public {
storedData . push(x);
storedDatal . push(y);
storedData2 . push(z);

function get() public view returns (string[] memory, string[] memor

return (storedData, storedDatal , storedData2);

}

function length () public view returns (uint)

{

return storedData.length;
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}

mapping (address => uint) public count;

function upVote(address x) public

{
count[x] ++;

}

function getUpVote(address x) public view returns (uint){
return count[x];

}

function grant(address payable x) public

{
x.transfer (1l ether);

}

function getBalance () public view returns (uint256) {

return address(this ). balance;
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